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Microsoft Forefront Identity 
Manager 2010 R2 Handbook 
Microsoft's Forefront Identity Manager simplifies enterprise Identity Management for 
end users by automating admin tasks and integrating the infrastructure of an enterprise 
with strong authentication systems. 

The Microsoft Forefront Identity Manager 2010 R2 Handbook is an in-depth guide  
to Identity Management. You will learn how to manage users and groups, and  
implement self-service parts. This book also covers basic Certificate Management  
and troubleshooting. 

Throughout the book we will follow a fictional case study. You will see how to 
implement IM and also set up Smart Card logon for strong administrative accounts  
within Active Directory. You will learn to implement all the features of FIM 2010 R2. 
You will see how to install a complete FIM 2010 R2 infrastructure, including both test 
and production environments. You will be introduced to Self-Service management of 
both users and groups. FIM Reports to audit the identity management lifecycle are also 
discussed in detail. 

With the Microsoft Forefront Identity Manager 2010 R2 Handbook you will be able  
to implement and manage FIM 2010 R2 almost effortlessly. 

What This Book Covers 
Chapter 1, The Story in this Book: In this chapter, the author gives a short description  
of a fictive company, which he uses throughout the book as an example. 

He also discusses some of the Identity Management-related challenges faced  
by the fictive company, solutions to these challenges, and the company's IT  
system infrastructure. 

Chapter 2, Overview of FIM 2010 R2: In this chapter, the author gives an overview of  
the history of FIM 2010 R2, FIM Synchronization Service, FIM Service, FIM Portal, 
FIM Reporting, FIM Certificate Management, and licensing. 

Chapter 3, Installation: In this chapter, we discuss the prerequisites for installing 
different components of FIM 2010 R2, see how to actually install the components,  
and look at a few post-installation steps to get it working. 
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Chapter 4, Basic Configuration: In this chapter, we discuss some of the basic 
configurations we need to look at, no matter how our environment looks or how we  
plan to use FIM 2010 R2. We focus on the initial configuration of FIM Synchronization 
Service and FIM Service, specifically topics such as creating Management Agents, 
schema management, FIM Service Management Agents, initial load versus scheduled 
runs, and moving configurations from the development to the production environment. 

If you have an environment already set up, this chapter can act as a guide for you  
to verify that you have not missed any important steps that will cause your FIM 
environment to not work properly. 

Chapter 5, User Management: User management is the primary goal for most FIM 
deployments. Synchronizing user information between different Management Agents, 
and managing user provisioning/deprovisioning is often the first thing we focus on in  
our FIM deployment. 

In this chapter, we discuss how user management is set up in FIM Service and FIM 
Synchronization Service. We also discuss how to manage users in Active Directory, 
Microsoft Exchange, a fictive phone system, and how to enable users to do some  
self-service. 

Chapter 6, Group Management: Once you have User Management in place, it is usually 
time to start looking at Group Management. In this chapter, we will look at the different 
group scopes and types in AD and FIM, how to manage groups using the Outlook add-in, 
and synchronizing groups between HR, AD, and FIM. 

Chapter 7, Self-service Password Reset: In this chapter, we look at the Self-service 
Password Reset (SSPR) feature, which allows users to reset their own passwords if they 
have forgotten them. 

We discuss how to enable password management in AD, allow FIM Service to set a 
password, and configure FIM Service. We also discuss the user experience of the Self-
service Password Reset feature. 

Chapter 8, Using FIM to Manage Office 365 and Other Cloud Identities: In this chapter, 
we see how FIM 2010 R2 might fit into the puzzle of managing Office 365 identities and 
also how FIM might play a role in Identity Federation scenarios. 

Chapter 9, Reporting: One of the new features in FIM 2010 R2 is built-in Reporting 
support. In this chapter, we discuss how to verify the System Center Service Manager 
2010 (SCSM) setup, the default reports that are automatically installed, and the SCSM 
ETL process. We look at the methods to check/verify and modify reports. 

Chapter 10, FIM Portal Customization: In this chapter, we take a quick look at the 
components of the FIM Portal UI. We discuss how to modify the basic FIM Portal UI, 
and how to customize search scopes and forms. 
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Chapter 11, Customizing Data Transformations: In this chapter, we will discuss the 
overall need and options for data transformation and selective deprovisioning. We  
also look at an example of managing Microsoft Lync, and a case with strange roles. 

Chapter 12, Issuing Smart Cards: In this chapter, we will take a look at how we can use 
FIM CM to issue Smart Cards. You will see how FIM CM adds a lot of functionality and 
security to the process of managing the complete lifecycle of your Smart Cards. 

Chapter 13, Troubleshooting: In this chapter, we discuss how to go about troubleshooting 
issues, depending on where we see the failure and the type of failure. We also see how to 
perform backup and restore the various parts of FIM. 
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Self-service Password Reset
By now, we have a functional FIM 2010 R2 able to manage our users and groups, and 
maybe also some self service. It is now time to look at one of the features of FIM that 
many customers believe is the most cost saving one.

The feature is Self-service Password Reset (SSPR) , which will allow users to reset 
their own passwords if they have forgotten them, so they will not have to contact a 
help desk. Through that, we not only save ourselves a help desk call, but also allow 
the user to be productive again, quicker. This saves money!

In this chapter we will cover:

• Enabling password management in AD
• Allowing FIM Service to set passwords
• Confi guring FIM Service
• The user experience

Anonymous request
What we  need to keep in mind when looking at this feature is that the user, as he 
has forgotten his password, is unable to authenticate properly to FIM. So, the key 
problem with SSPR is how to authenticate the user.

Let's take an example.

Kent, our contractor, has forgotten his password. He then makes a request 
anonymously to FIM to reset the password of the user account Kent. Well, FIM 
won't just do that! So, we tell FIM to try to fi gure out who the requestor is. We add an 
Authentication (AuthN) workfl ow, which gives Kent a chance to prove his identity. 
If the AuthN workfl ow  proves to FIM that the requestor is indeed the user Kent, it 
will allow Kent to reset his password.
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In FIM 2010 R2, there are two built-in ways for FIM to fi nd out who the user is—we 
can use either a  Question and Answer (QA) gate or a One Time Password (OTP) gate .

QA versus OTP
There are two   different ways of doing SSPR in the R2 release—QA (Question and 
Answer) and OTP (One Time Password).

QA basically means that a user can reset his password by giving the correct 
(the same) answers to a couple of questions the user was presented with during 
registration of this service.

OTP is a solution where we distribute a one-time code to the users by SMS or e-mail. 
The user then uses that code to reset his password.

Enabling password management in AD
The goal for SSPR is,   usually, to reset the password of users' account in Active 
Directory, but the SSPR feature in FIM is not limited to that. It can be used to reset 
passwords in other CDSs as well.

In order for FIM to change the password of a user in AD (or any other  CDS), the 
account used by FIM needs to have the Reset password permission in AD, or a 
similar permission in another CDS:
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In Management Agents   for the target CDS, in this case the AD, we need to check the 
Enable password management checkbox:

If we then look at the settings,   we can make some adjustments, as shown in the 
following screenshot:

The Unlock locked accounts when resetting passwords option is not 
enabled by default, but I would think that most implementations of 
SSPR will use that setting. It might be that the user actually locked his 
own account before realizing he forgot his password.

The Management Agent for AD is now ready for SSPR.
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Allowing FIM Service to set passwords
The   FIM Service account will be the account that calls FIM Synchronization Service, 
and tells it to reset the password in AD. But in order for the FIM Service account to 
be able to do that, we need to assign it some permissions with the following steps:

1. We need to add the account to a couple of groups created during installation 
(see Chapter 3, Installation) of FIM Synchronization Service.

2. Add the FIM Service account to the FIMSyncBrowse group:

By   default, this is a local group on the FIM Synchronization server; but you 
might have chosen to use groups in Active Directory instead. This will give 
FIM Service the ability to read information in FIM Synchronization Service.

3. To actually be allowed to initiate a password reset, we also need to add the 
FIM Service account to FIMSyncPasswordSet:

The call from FIM Service to FIM Synchronization Service to do a password reset is 
made using Windows Management Instrumentation (WMI) . This in turn means we 
need to give FIM Service the WMI permissions as well. This is not something we do 
on a daily basis and is somewhat tricky.
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Because   we have, in our example, separated FIM Service and the FIM Synchronization 
server, it will be remote WMI calls that demand a few extra steps. A few of these steps 
can be ignored if the services are running on the same server. You would then need to 
remember to make the changes when/if you separate the services:

1. Open up the properties of WMI Control in Server Manager (FIM-SYNC):

2. In the Security tab, expand the Root namespace and select the CIMV2 
namespace. Then click the Security button at the bottom:
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3. Add the  FIM Service account and assign the Enable Account and Remote 
Enable permissions. This will allow the FIM Service account to connect to 
this namespace:

4. But   we need to give access to sub namespaces as well. Click the 
Advanced button.

5. In the advanced security settings for CIMV2, select the entry with the 
FIM Service account and edit it. Change the Apply to: from This namespace 
only to This namespace and subnamespaces. Click OK a few times, to save 
your settings:
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As we   have separated the servers, we also need to allow WMI calls through the 
fi rewall in FIM Synchronization Server, with the following steps:

1. In the Control Panel | System and Security section, click the Allow a 
program through Windows Firewall link:

2. In the Allowed Programs setting, check the Windows Management 
Instrumentation (WMI) program:

This can be   done using GPOs, if that is your preferred way of managing the local 
fi rewall on your servers. When allowing WMI to communicate through the fi rewall, 
it will create a fi rewall rule. If you would like to narrow down the IP addresses 
allowed to use the remote WMI, you can do so by modifying that rule.
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The FIM Synchronization groups are assigned some DCOM permissions during 
setup, but we need to make some adjustments in order for SSPR to work. The 
following are steps for the same:

1. Under Component Services (in the FIM Synchronization server), in the 
COM Security tab of the properties of My Computer, click Edit Limits….

2. Assign the Local Launch and Remote Launch permissions to the 
FIMSyncPasswordSet group:

Now the   FIM Service account has the permissions required to make the calls to FIM 
Synchronization Service, to tell FIM Synchronization Service to reset the password in 
the target CDS (AD).

Confi guring FIM Service
SSPR is not   enabled by default in FIM Service, so we need to enable some MPRs and 
confi gure some sets and workfl ows.
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Security context
I am not   sure if you remember the steps when we installed the FIM password 
registration and reset portals back in Chapter 3. But let me remind you of one 
critical  part in that setup:

During the   setup, we decided that the portal should be used for Intranet users. While 
confi guring SSPR, we can confi gure some settings to only apply to Extranet users. At 
The Company, we only have one set of password registration and reset portals. But 
the idea is that you might also want to have a special set for Extranet users. Later, 
we will refer to this as security context. Security context can either be All or Extranet, 
where All means it applies to both Intranet and Extranet users.

Password Reset Users Set
The default MPRs around SSPR use a predefi ned set called Password Reset Users 
Set  . If you look at the criterion for that set, you will fi nd it applies to all users:
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Allowing   SSPR for all users is likely not the case in reality. So, we need to modify the 
criterion in this set. We could also create a new one, but then we would also need to 
modify all MPRs to refl ect the new set. Initially at The Company, this feature will be 
used by Employees:

We have now defi ned users for whom we would like to use the SSPR feature.

Password Reset AuthN workfl ow
As we discussed earlier, we need to have at least one Authentication workfl ow in our 
SSPR implementation. The default one is called the  Password Reset AuthN workfl ow. 
The default activity used in this workfl ow to authenticate the users is the QA gate:
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There are also some   activities to support the SSPR feature; we will look at those now.

The Password Authentication Challenge activity  is used during registration and 
will force the user to reenter their current password during the registration process:

The Lockout Gate activity  decides how many tries a user will get, and how we 
should handle lockout if users fail to authenticate correctly:

In the previous screenshot, note that the Security Context: in this activity is, by 
default, set to All.

Confi guring the QA gate
Finally,    the QA gate activity needs to be confi gured with the following steps:

1. As with Lockout Gate, the Security Context: section is, by default, set to All:
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2. We need to decide how many questions to ask and how many questions 
users are required to answer:

Note    that the default value of Answer constraint requires the answer to 
contain at least four characters. This you might need to change if you, for 
example, ask a question such as favorite car, as the answer BMW will not 
work. In the R2 release, the duplicate check and answer constraints were 
added to prevent users from answering, for example, 123 on all questions.

3. Then, we need to defi ne the question pool to be used by the QA gate. This 
can be a very time consuming task, as there are many thoughts on what a 
good question is. You need to ask questions such that they prove a person's 
identity, but are not likely to be easily guessed by other people.
In many cases, the questions also need to be reviewed by the legal 
department to make sure that we do not violate any rules or laws. I mean, 
asking a person about sexual preferences, for example, might not be such a 
good idea.
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There are no best practices in this case. But in my opinion, it is better to have 
a few good questions than many bad ones. One way is to have the users 
generate new information with a question, such as asking to "enter a personal 
PIN (4 digits)". But this kind of information is easier to forget, even though 
it is a good identifi er. In the following example, I ask about Social Security 
number. This might seem like a good question, but we need to remember 
that it might be illegal    to store this information in our database:

4. Finally, we need to set the compatibility level. If you have an existing 
pre-R2 implementation of FIM, and have installed the earlier (pre-R2) 
add-ins and extensions for Windows, you might need to allow them to 
use the SSPR feature without the duplicate and regular expression check. 
If you are upgrading from an earlier version of FIM 2010, please read 
http://aka.ms/FIMR2Upgrade.

The OTP gate
If we do not want    the QA gate, or we need to support more ways (two-factor 
authentication) of resetting passwords, we can use the OTP gate included in FIM 
2010 R2.

 

 

For More Information:  
www.packtpub.com/microsoft-forefront-identity-manager-2010-r2-

handbook/book 

 

http://www.packtpub.com/microsoft-forefront-identity-manager-2010-r2-handbook/book


Self-service Password Reset

[ 252 ]

If you click Add Activity in the workfl ow, you will get the following page:

As you can see,    there are two OTP gates—one is One-Time Password Email Gate 
and the other is One-Time Password SMS Gate.

The e-mail gate can be used pretty much out of the box, as long as FIM Service is 
allowed to send e-mails to external e-mail addresses. Just remember that it might 
not be useful for internal users, whose only e-mail address is the internal one. 
For external users, such as consultants or partners, this might be an easy way of 
implementing SSPR. During the registration, the users will provide the email address 
they want to use for SSPR. As you can see, there is an option to have the e-mail 
address as read-only. This is used when FIM will get the e-mail address to be used, 
from some other source:
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If you look in the schema of FIM Service, you will fi nd that there is a special set of 
attributes that are used by the OTP gates. If you are providing the e-mail address 
used for the e-mail gate, or the mobile phone number used by the SMS gate, you 
need to make sure the values are stored in the attributes One-Time Password Email 
Address and One-Time Password Mobile Phone, respectively:

The OTP    attributes are not, by default, allowed to be managed by the 
synchronization engine or by users, if that is what you want. Changes in the MPRs 
are required for this to be possible.
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The SMS gate has almost the same settings as the e-mail gate, but requires some 
additional coding to take place, as we need to compile the DLL fi les that FIM should 
use to send the SMS. If you go to http://aka.ms/SSPRconfigureSMSOTP, you will 
fi nd an example of how to create the SmsServiceProvider.dll fi le. You would, of 
course, also need a provider to send the SMS:

The reason I do not have an example of this in my book is that the solution varies a 
lot, depending on how you are calling your SMS provider. I would guess your SMS 
provider will be a good source of information on how to programmatically call their 
endpoint    using .NET code.

Require re-registration
If for some reason, you would like users to re-register to the SSPR  —the reason could, 
for example, be that you have redesigned all your questions in the QA gate—you 
need to check the little Require Re-Registration box in the Password Reset AuthN 
Workfl ow page. This will prompt the users to register again:
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SSPR MPRs
Now that we have decided the set and the gate we want to use, we need to enable 
and confi gure the relevant MPRs to get the SSPR started.

There are three   MPRs that we need to enable; they are as follows:

• Anonymous users can reset their password
• Password reset users can read password reset objects
• Password Reset Users can update the lockout attributes of themselves

The fi rst one, Anonymous users can reset their password, is the one that does the 
trick. It will fi re off the Password Reset AuthN workfl ow we talked about earlier and 
the Password Reset Action workfl ow that will do the actual reset.

If we haven't done it before, we also need to enable the following MPRs:

• User management: Users can read attributes of their own
• General: Users can read non-administrative confi guration resources

The user experience
So   what does this look like for the user? In my little example, the employees are the 
ones that will be using the SSPR to begin with.

In order to get the best user experience, requirement number one is that the client 
computer has the FIM client add-ins and extensions installed, as we talked about in 
Chapter 6, Group Management.

As soon as we enable the MPRs and John (a member of the Password Reset Users set) 
logs on to his computer, which has the FIM add-ins and extensions installed, it will 
start up a browser window connecting to the Password Registration portal, which 
we defi ned during the installation of the add-ins in Chapter 6.
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He could also access the Password Registration portal manually; the experience is 
similar, but using the add-ins and extensions will likely increase the number of users 
actually taking time to register, as they will be automatically prompted to do so.

If we used   FQDN for the Password Registration portal URL, we should make 
sure that the URL is in the local Intranet zone of the client, so that IE can use 
Integrated Authentication. To get a good experience with FIM, I recommend 
adding *.ad.company.com to the local Intranet zone:

1. First the user has to prove he knows the current password. This is the 
Password Authentication Challenge activity we have in our workfl ow 
kicking in:

 

 

For More Information:  
www.packtpub.com/microsoft-forefront-identity-manager-2010-r2-

handbook/book 

 

http://www.packtpub.com/microsoft-forefront-identity-manager-2010-r2-handbook/book


Chapter 7

[ 257 ]

2. The   user is then asked to answer the questions we confi gured in the QA 
Gate activity. If the QA gate is confi gured with fi ve questions, but is only 
supposed to ask three, the three questions asked are randomly picked among 
the fi ve:

3. If we   also used the OTP e-mail gate, the user might be asked to also register 
the e-mail address to be used for the OTP:
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4. When   the user has completed the guide, he is informed that he might use the 
Password Reset portal to reset the password. This is, however, not the only 
way for the user to reset his password. If he has the add-ins and extensions 
installed, he can also use the Windows logon screen:

5. If a user   who is not a part of the Password Reset Users set tries to manually 
access the Password Reset Registration portal, he will be duly notifi ed that he 
is not authorized to register:
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So, what happens   when the user fi nds himself forgetting his password?

Well, there are two options here—he can either access the Password Reset portal from 
some internal kiosk computer, or maybe we could have the Password Reset portal 
published to the Internet, using, for example, Microsoft Forefront UAG. But, as we 
have also installed the add-ins and extensions on his computer, he can use that as well:

1. At the Windows logon screen, the user can just click the Forgot your 
password? link:

2. To authenticate himself, he answers the QA gate questions:
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3. If he answers   the gate correctly, he is given the chance to enter a new 
password. He then clicks Reset. Normally, the user can then log on using the 
new password immediately:

4. As an   option, the user can also go to the Password Reset portal and 
do the following:

a. Enter his username:
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b. Answer the   questions:

c. Enter a new   password:
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d.   Finally, start using his new password:

As you can   see, the user experience is quite friendly; especially the fact that it 
integrates with the Windows logon screen, if we install the add-ins and extensions.

Summary
The SSPR feature is a very nice one, which can save companies that are using 
passwords a lot of money. In this chapter, we have seen how easy it is to enable and 
confi gure the Self-Service Password Reset feature. If you look at http://aka.ms/
FIMR2QuickStart, you will see that there is a QuickStart tool to get started with 
SSPR even quicker.

We need to decide early on whether we want the same solution for both internal 
and external access to the SSPR feature. If we would like to separate them, we need 
to install a separate set of SSPR registration and reset portals and modify the FIM 
Service MPRs and workfl ows, accordingly.

Talking about external, what if the identities we manage are in the cloud? The next 
chapter will discuss how FIM can be used when managing cloud identities.
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