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HIZEEXBMETHD. ZOHE, WS 2MEHIZLEBHZRRT S I L TDA, state
T 2R ATBHEIENARETH 5. id, (LA U userid \ZX9 % state DB T+TH D,
id,, % F—IZf8ET 5 Z & TH U userid 12X U THEELD state % Enclave N TEH T &,
BROINEEBR 2 EETDHIENTEL. dIREOF—OEFIRE2RIMETHY, Z
NI K D E I THRARBIREEID A —FITIRET 5.

3.4 7—770—

AFITIX, Anonify & b7 —2ZIZ TEE B"&IIT 5 &8 7 = — X, A7 5 Anonify
ANNTUY IV avERETAREER 7 2 —X, T LT SLIZAHVWSs NS 7V —T
HAErO—F—YaveAu—T—Yar 7z —ADT—7 70— %®_R5,

ZIZTE, PSS b T v oY a v EIEET S ERIE, Enclave NT 7 & AAHEZR
B E OGS RE R L TWA Z L 2AiiRETH. ThENhOT -2 70 —1lET5
FRBEAMOFEMIIIRE TR S,
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3.4.1 EH7z—X

TEE Attestation
Service

jGenerate Identity key-pair

QUOTE (..., Identity public key, Nonce)

REPORT (..., Identity public key,
Nonce, Sig, MRENCLAVE)

“JVerify REPORT

jCalculate handshake
REPROT + handshake

DSign

Blockchain

handshake

A

3 BTz —X

JVerify REPORT
j Register or verify MRENCLAVE

j Register Identy public key

TEE D EROREEE 70/ I LeET35 I L 2MEELZ LTy 2 F o —
IZNFASEE BT 5 7 = — X TH 5. Remote Attestation (Z & V155472 REPORT @
FUFr—UMEEE ZNIZE N T WS Enclave Identity AFBED A > F = — >V ~ND X
$%%17 5. REPORT OMGEEIZ X, REPORT O B4 iG> MRENCLAVE O —BURGE 72
ENEEND. BT = — X, H LU\ Anonify x v N7 =2 %R EKT S & & TEE 2°
BEFD Anonify 2w N7 —271Z50I1F 5 & &, REPORT X 1 L AR ¥ TOERHAR L]
NEGECEMINSEG T2 —AThd. £72, HiLW /) —ROBINZ LB 70— THOD
FHE2THEDIINY R A5 XA 2070 —RKR*v¥ X hH175. TEE A Enclave
2L TH S, Anonify EORFED 7N —TIZHIMTEH5ETOT—27 70— 3L D
512k 5.

1.

2.

Enclave 4 kR 1Z Enclave 2P U 7z Tdentity ##~X7 % 425

Remote Attestation 24175 . QUOTE (Z Identity ZAFA#EX Nonce % &, Attesta-
tion Service (23415 LB & REPORT DLV AR Y 2% Z I HLS

IN—THERET B0 TreeKEM Z )V — FIREIZE DNV Ry o1 7 %24

Y 5.
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4. REPORT &NV Ry oA 2258 v o2 vavzERL 7oy 2 F o —2IT
JHa—R*y 2 b,

5.7Dv7%:~7£?@RE%mT®#‘@@%%Lbfk@mw@%%%fmv
JF z—VIZEEkT D5 E T TEEDSMM%E T4 5. FH LW Anonify 2 v b7 —
2 &ERT 5541%, 70y 2 F £ — 2 TREPORT O#:F#%1Z MRENCLAVE %
kT 5. —7, BEFED Anonify * v MU — 21220019 2554 1%, REPORT O
gz T TRy s F - »ﬁﬁéhfbéMRWWMWEtk?bTmé

S >

MRENCLAVE 7' —£(3 2 WGk 2175 .

3.4.2 REBBII—X

External

. TEEs Blockchain
entity

Access sig, Instruction

jVerify Access sig
j Encrypt instruction

jSign with Identity private key

Enc(instruction), Identity sig, StatelD

-

jVerify Identity sig

jStore Ciphertext

Loop )

Polling

Ciphertext

jVerify StatelD

j Execute state transition

j Update state

j Forward Application KeyChain

B 4: REER 7 = —X

EElbEnREBER OGS ELETEEZOICN I VY IV avE Ty I F 2 —
YAy RN =2 TT7Ha—RF ¥R ]\‘9’—671~7\“C“?)§). 2—HA Anonify ETh TV
YrovavaREL, 7uy s F - THEINMD TEE ORBIZKMEINE T —
70— ZUTDE SIS, iz, a—VF L IX@FEREZ R OMBOTY T 1+ T 1 %
8L, TEE O#EENEHL TWAEE5LH 5.
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L AMNBT YT 4 T4 RTEE K L TT 27 ¥ A ERGRGHE#R L IREBER OMma L
S & L 22 1 7R S AW RBBIZEE S B REE ID (PR a2 i) 2 &0 REBER O
ATy NERETE. XTIV —v a3 vOGEIR, REEBRD A VT M
e UCEBEH LD T, ZIFFD userid & A3, IREEID I1Z1% D FD userid &
BRI O Ny v afiz ANb.

2. Enclave N CiREFIEIRDOMGE %2 17\, TEE IXIRFEER D4 % 5 51k, Enclave Iden-
tity BB K 2 B4, FIDHITHRRZREID OFBEZITVY, TRy 7 F o —V
J—=RIZZINoDT—RE2E5DI-Z NIV I arvz27u0—RKNEFy AT 5.

3. 7uv I Fr—Y EOAY— 13V T2 T Enclave Identity 2 B8 IZ & 5B 4
MRELER, W5 X 2 Glixd 5.

4. 2y M7= HNOLTOTEE Z7 0y 7 Fz—VIlilkInz b 8oy ay
T — X5 AREE ID & MGEE, Enclave N TS X2 E S LIRBER O Yy 7 25
7, WBT —XDEHZ2T 5. E&T TV Ir—ra vOgEE, £ FOEREHNE
SEADPRD , ZITFOREVLZ DX 5. Application KeyChain 1% TreeKEM (Z
HEOCHOREMB Yy 7 Th D —HDMH A KM, KeyChain DFEH 21T .

3.4.3 #O—F—Yarv7xz—X

lOperatorI l TEEs I lBlockchainI

Request key rotation
jGet a secret

j Calculate handshake

jSign with Identity private key
handshake, Identity sig

DVerify Identity sig

T Polling ‘
B handshake
j Update TreeKEM

5o —5—varvrz—X

ETOTEE THEAELTWA IV —TIEEHEOD—T —2a v d5 72— ATHS.
Anonify v N7 —=2ZIZZML T\W5 TEE O & # 235 223 i Tk R 725 58D Post-
compromise Security DME %723 72HDIZTS. ZDT7xz—A%2FEMIT XA IVT
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FENZTNOEEEDPRPIZHETRERTH S, BENRY -7 70 -3 U TDO LS I
ALY

1. TEE O&EEHZIE, BHDZ 947 b2 AL THEI—FT—Ya DV 7T A E
TEE NiXf59 5.

2. VI T A MIELETHUWHEZ NI THERD B WIEIAERD & HG %

3. F L WEEZE FWT TreeKEM O 7))V — REZ T 572D ITMBEI/NY Ry = A
7 %GR 5.

4. £TOD TEE T TreeKEM O 7))V — T2 EH T 572012 LTW5 TEE O
B Z HWCHE B/ L 7ry 2 F o —v A7 O —R¥F vy A T 5.

5%M%M®Tmaxhw%bkﬁ%iéaawmﬁﬁf@%bﬁMﬂ@M@ﬁ
W—TREET Y TTF— L, ZV—THERIZHWS N EDO IV —TF > — R
ERESNS.

4 Anonify®t% 7703

AREETIE, Anonify Z2HEK T 2% 770 b 2T OWTEIAT 5. 08, S IXZLi
BHAF—L LT D,

4.1 Enclave ~ND 7 7t A5%;

FEE D —H 1D 12T B ARAEERE D FEITROREBOIRIEZ DT 7 & AMER % (R 59
2 ERDADNFEITARETH S, Z 2Tk, BHMGEIZE DO F YL oY - VAR Y ZAFE
EHWS. 3, 2947V MPSDTEEANDT 72 A 7 T A MZX U, TEE I3##2
B cZ VARV RATE. HWT, 727407 2 MMIMEHE sk, TclZBB#4 U, TEE ~NX.[E
T5. TEEXZ AT Y Dl L TEHALEZZ L%, 75107V s OB pk, IZ
K OMRGES 5. ZDBAMGEIZKII L 72854, TEE I pk, 7* 6 21— 1D userid % H.H
U, ZD2Z 747 Y MW userid 29 % Enclave NONRET —XIZT7 7 AT 5T &
EHNTS. 72U, 2747 NORFENSI—FIDIEF—BIZEES2HD LT 5.
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Algorithm 1 Challenge-response authentication
Prover P:

(pku, sky) = L.KEYGEN(1")

receive ¢ from V

0. = X.SIGN(sky, ¢)
send o. to V
Verifier V:
c+{0,1}*

send ¢ to P

receive o, from P

-
=

assert X.VERIFY(pk,, 0., ¢)

4.2 REID

FEIMiCERINZBEET VICEVWTKHES X, TEEO XY b7 —21/0 DA
VR—L TR RERT Oy I F =2 ) — ROB@IZK D, FIERIRET =205
REBEROMBERET DI LDV HETHD. ZHITED, BIZIEITD & 5 R BH
EZoND.

o TV IF VIR EINIZ N T Y I a D TEE ANDKLZEEIES U < 1k
AXw TTBHI LT, HEREBEBRVETINDFORBIZE N TaazEKT 5
W8 RET7T TV = avTld WBHIZEHHD TEEIZBEWT, HEDE®R N T
VYT a VDKM ERES Y, EEREEBERE D 55 N BRI ARKDEE M ED4
AR LERT HMADIERDN T REL 72 5.

o TV IF—VIIEBHINTVWARWNT VY I 3% TEEANKMT 5Z & T,
RIERREEBVPET I NLBOREBIIEPW TS 2 ER T 2 KE. %4&7 7
r—vayTlE, WBENEHTL2002—HF A L BIZEL, ADSBADXES
Nov¥ovavery b7 —=21Z7a—RKFy A bLanwEF, HEFD TEE 2
KM 5 Z 2T, BRPAKDEES EOSEEEEET M TDIERNATREL 72 5.

INSORBIZEDERINZ NI VY I arBr7a—RNEry A I nGEIZ,
Z DAt TEE 2MREER 7 = — XIZB W THHTE 5 X 5, Anonify IZREID £\ 5
LAz RS 5. BARRIZIE, ERITORET — X0 58 TSR ID stateid %
UFDESIZEHRL, FRROBETHEEVMEZH L2 REBIINTIREIDZ TV
Yova iz sd. FlZAE EE OB ZEENETI NV K D ITEEEDR
REID I &8, ZE&HEDIREID IZ&D RN

stateid = HASH(userid || id,, || state || d)
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idy, 1, A U userid \ZHHS <AIREDFAFTH 0 | state WIRET—X %2 EKT. T LT,
Ty 2 F o — R INIZ NI Y7 a k) TEEICH LWREER KI5
BX, Enclave N CTHEHF L LD L U TWARET —XHAMREID L#AT 20 MEET 5. 2
NIZE D, AERRET — 2T 2 REBEB OB ZMO TEE BMIETE, hI VW
7Y avDEXNPSED TEE CREVEZ ZONRENIHRETH 5.

4.3 Attested Execution

Anonify T, IREEEB DN XA 7 F = — > D TEE TTW, & v F = — > TREE;
BREULLIfTONTWEZLDMRAEZEITS. ZDLDI1Z, Juv s Fz—rry T —
22BN 5 TD TEE 2WEMZIELWIRBER D Dy 7 23T LTW\WD 2 & 2 [RGE
T A {1AA % Attested Execution & FES. Attested Execution (& TEE D B #kIFIZ4T 5
Remote Attestation DFlAZFHL, hT P oI arvz270—RFr A T520

IERFFEINBEY T Ta b IV THD. Remote Attestation 1%, 7 1t v Y B I 12 A
AEN-EEOHEE N, Taty Y2AERT 5T — X HER (MRENCLAVE 2 &)
%FE% U, Attestation Service (21559 5. Attestation Service [ B HMRGEEZ 17\, CPU
DEFaVF4N=Va VP CRL (VAT —ya vl AN ORIEIZEH CPUDIEY
PEIREEX MRENCLAVE 2 87 — X &R 2EH L, TEENV ARV AT 5.

Remote Attestation (Z & D IRFEER 717 F L D5E2M 2 GET 5. TEE 5% Attes-
tation Service (23815 L7 QUOTE Y 7 T A MiZxf L, REPORT & ZDEX o,y DR S
N 5. Enclave % #1453 2 K12 Enclave Identity #X7 (pk., sk.) Z £ U, pk. %
Wy WED, Ty I Fx—V RITERT 5. ZHITE D, Attested Execution i pk, 12
LDBHMGEICE SR D52 N TES. RS, (pke, sk.) 1% Enclave DFE4T 701 &7
T LIMAFT D728, sk, \Z & B B4 Remote Attestation & [ UE 225252 &
MTE 5. ZD Remote Attestation 14 > F = — > ~D TEE DEHHKRFDAIZITHNS.

Algorithm 2 Setup Attested Execution
Prover P:

(pke, ske) = Yident KEYGEN (1)

rn « {0,1}*

// Remote Attestation

(Wy,¢, Oatt) = ATTESTATION(pke, 1)
send (W ¢, Oart) to V

Verifier V:

receive (Wy ¢, Oqyt) from P

assert Yoyt . VERIFY (pkait, Oatt, Wy c)

=
=

register pk,
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4.4 TreeKEM

Jay o F =i UERD TEE T, BESLICMHT % 70— Tt % sh =Rk
EHLG 572012 TreeKEM [16] Z T 5. TreeKEM I&, X1 F UV —DA VTV
J A% i TCREL, BEDY —7 /) — NZHEXT7THWT (ki e, 5kie), HE DY) — 7
J = FiE (pkie,) ERITED. eld, FNV—TDZKRY I THbO, Z)Vv—THDOT —
F—2avRAVADEN, FRIZE D TRy ZIF1 2V A hEIRTWL. 22T,
J — R OMEYE sk; . B/ — R D secret;  (FLATDO LS IZEH B I NG,

ski. == KDF(“node”, secret; )

secret; . == KDF(“path”, secretiyy )

ZOESIZLTHEORRT LS EORFHEE» S E I N2V — ) —FE Y —
REeFT2Z8T, IN—TIZBIMTEAUN—IZHEOREE2ERT LI ENTE S,
O—7 =3 IZKDIZERY Zeld A V27 VAV b Nsecret; o DWEHEDF L WY —
7/ —=RIZ2y bIN, FTLWITN—TREZERTE-ODNNTARNBTOY 7 F 2 —
YEALTZ7E—RFy A I Nd GElIE 16 228). MEO LS, #io—7—
v a VEED D NI A N — OB HIRIZE D L— k) — RPEH I N, TreeKEM
TN—TIREEMN Sy, S, ..., S, LEBLTVL.

— 1, TNFTND )N —TIRED )L — b J — RH S HEEHEIRUZ & b Application Key
THDkesy (f: ZTNV—THNIZEITBEAN=DA T v 27X, g Application Keychain
DAVTYIA)PEBIND. Ave—V%2 70y I7Fc—UnoZITND, H575
B2z Application Keychain 23LA R D & 5 12T,

ket = KDF(f, ke fg-1)
Tay 7 F VIR T AMET — XN T ARSI TD LS Iz I N5,
Ce.r.g = Enclke f4|(ids, || input || padding)
id g, \FEATIZRD SNTREER T Uy 71T 550+ TH 5. padding (2 XD input
DY A ZDENZIRNL, RTORESXEFE YA XZT 252 & THSXY A AL 6HE
T3 AREELOERPTFHE LWL DIZT 5.
4.5 REESREEIESR

Bt secret; LK - BT 2 TR, BERRBORBARIZIDUTD 2 DIZ08T
5.

o HiTREREZ IRIL L W& TEE T secret;, 2K - BH T 572ON—KU 7T
LAROVTHNRIN S DT 7 v A% BE & BEEBBEDREITT .
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o HiEHREZ UL T 2556 Bidk FIRDINIRT secret; . ZHERK - BEHLT 5.

B D /1% T, TEE TOHUELEZ ¥ — NIT secret; . 2R U, Sealing 72 £ TEE
WZEAU 728 T secret; . ZBES ML THNEA DL —DIZEBR LEMT 5. BEDHILT
W, FFEDEREFRINREBER Z2EA TS5 L5, BEEFRIINBOREH Y — L AT
secret; . 2R U, FIHRIZ TEEDRZN %2 Y 7 T A M3 5. A FEERIT secret; . % TEE
DINBTHRFLTNWD 0D, TRy 7 F 2=V T 72 AL TR LT ”Q%QEW
BHLTWD secret;, & 70V 7 F 2=V ED e, f g DIFEWRDP S key, ZHERL, B5
X5 TE5.

5 SRIEEE/NTF—<7 2 R

ARFETIE, Anonify DELE L Z DT +—~< > A3 % 18X 5. Anonify 1% Rust SGX
SDK™% F\W T Rust THEEE L, /N7 4 — < > AFHT X Microsoft Azure T2 27 @ Intel
Xeon E-2176G 3.70 GHz CPU, 8GB RAM, Ubuntu 18.04.4 LTS ET SGX 2 #)fErfE7
VM BBiCiT o 72. £7z, Ethereum @ ~ — 2 VM TH 6 ERC20D % 2312, transfer,
transfer_from, approve, mint, burn DIREER O MF2EEL -, 2o Dias LU,
BT — 75— a3 v Om4 key_rotation &, TEE OEEkD 43 register ® SGX ¥ ¥ > |k
TONI YTy a VEKKMZZNZTNRAELZE A, MFORERE 257,

REEK ‘ transfer ‘ transfer_from ‘ approve ‘ mint ‘ burn ‘ key_rotation ‘ register

JLELRE [ms] | 0305 | 0335 | 0313 [0351]0339] 0328 | 415

T 1L BAYY RIZHd3 b5 Yo7y a AR

register i% Remote Attestation 234D Attestation Service {2V 7 T A M Z%EFT 5
72, DAYy N &I U TUIIZ R WK D o7z, ZDMD A Yy NIZBL T
WESCX VYV EThTI U Y I vavEgkeEd 5.

6 Anonify 7’0 b JJ)L DLk
6.1 FVFI—VT—HEDAVI—FRIE) T4

Anonify 7’0 h 2IUIZ X D BBEALINT WS EXDREET — X X4 T TEE IZ5Hk X
NTHED, Anonify 70 N ANVATAY— IV F I 7 MZEIDEHINTVWET Y b
T—REMEIZEBIZTERY. HIZIE, AXN—b 3V T2 hTEHINTWS b—

Mhttps://github.com/apache/incubator-teaclave-sgx-sdk
2https://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/token/ERC20/ERC20.s0l
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27 V7% Anonify 70 b DVIZKML, BEALI Nz b —2 v & LTHKD Z L IdBRTE
BN, FIZT, ZDES Ty IF =V EOBFEDOT Y b F—X & Anonify 71
FINWHNDT—=ZDA Y R—=—FAXRITEY T ZARRIZTE T M ANVERETS. 20
AV R=FRITEY T AIFUTTHERE A VA= T 7 AR — MEREIZ T S
N, ZTho 2 DDOBEEENE BIHi CiB X7z Anonify D F 2V 71 7087 1 &7~ L
BROLZRIIFEHTELI2HELT 5.

o 1 VKR—MERE: AVF—VDAIY— IV I I FNTEHINTWET—X %
Anonify NORET — X L U T VIALHRETH S, Ax—hav bJ7 27 M TEH
INTVWBETEY M F—X% Anonify 78 b I)ViZA VK= T 572012, TAY
O—aY b7 27 NBREX%25F 704U, Anonify 708 b I LBZDIV NF 7 bD
ARV N EHRAND EDIBEHIETEL. 2947V PR A0 —av b7
7 b ® deposit BB EFEITTE NI U I arvE2ikfETse, b= VI A
H—ay bhJ 27 MIuy I, TEE ORET — XIZ userid, h—2 V&, Ik
2 87 RUADEHI NG, ZORET — X% Anonify 7’0 b VA TREER
IHBIENHRETHS.

o T AR— MEHBE: Anonify 70 b 2V TEHEHINTWAIRET — X % Anonify &
HADA~Y—b IV T N EORET—X & UTHD HIBERETH 5. TEE
IAZ7U—3Y s7 27 b®D withdraw B Y2 FITTE NI 0¥ 7 v a v 2ikE
THZLT, BELIZ =2 VEE userid I UTHO T Z A TES. TEE
EZD T YT arEHEARY, userid WREFET S N —2 V&2 Z DA X
5.

INoOREIZ KD, FIZIXRESRD DvP IFIZEWT, AV F o —VDAY— IV b
727 PTEHINTWAREEERETD b —2 > &, Anonify THE/L L TEHLS 5 3E
BT —RET DIV IIIRIT DI AgEL 5.

T AR— MEREZEBT 5720121, TI7AKR—b DI VHF 2 arvDELEN
FVF =V THRITAIGETHEZBLENDHD. 22T, BIAFTRR-FIEIC LD, KB
FHIXHHD TEE ORET — X2 AL EICEESMA LI LN TEE72H, RERRET—
RIMOLIAR—=PID NI P I avzERTEHIENARETHS. HlZIX, Anonify
WTEBIZIEZITN > TWERW b =2 v 2%, M= —I1ZBIZBIE L2 b —2 v
ELIAR—RNTEHNIT VYO a VA ERTRETHL. 2L BN T T Irvay
X B2 HIORFEID (2 & b, D TEE TIXHEIIMETRETH A0, A v Fz—V
THRHETZZ2IETERWV.

Lhttps://github.com/OpenZeppelin/openzeppelin-contracts/blob/master/contracts/payment /escrow/Escrow.sol
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ZI T, AEBRET — RO I AR— b 2A v F - ThiikdT 572012, TEEN
DA NI4TV MEREL AV F 2 — 2 TOIREID OEERIFZINZS. 22T, 7
bS5 A4T7 Y MR IR, TR Y 2 F -V DT —RERSTHEEFETI, HB TV
Yoo a VPRI nzl L 2MEET 5 (IMATHS. 74 82 T4 7~ MkEEE TEE
WIZHEET BT, WRF I Ty 2 Fc—VIZ I Uo7y a v a2Edekd 3 L4400
FIETCAIEIZ TEE DREBTF — R 2 HH T 5 Z W ARAfEL 5. 28, TEEWIZ T A
NI4T v MEERE R FE T B AL A L Ekiden [22] (235 W T Proof of Publication &
LCiEmINTED, PoW XR—Z®D Nakamoto IV VY AHDIA NI 74TV b
BEREDIREINT WS, RIZ, AV F o — Y TOREID OEERGFL X, T2 AFR— b
DI YT arPECREBID BEBRIZMD T V7Y a ViZEENTWBEGAEIL,
ZOTIAR— 2T EHZ L THE. TIVAKR—P D INIT VI a vz, =7
AR—=PNTHRET—XIZHOIREID 2 @HMICEZEEZ 2T, KEEBED
KT — X 2TV AR— T B LIEAAEEL RS, DLEDMEMAIZE D, IEYSh D
HOREBT—RXDT I AKR— MDAV HREL LI L 2RI TE 3.

6.2 EZE£OHA DO

Anonify TlZ»H BIRET —XIZBL T, TDHREETH 51—V HEIZ K HIREEHR
E, FDOMDA—FIZLBREBEB L VEHAELTLEIGEVNDHL. HIZAIX, b—2 v
EHEDI—AT —AZBWT, =P APERETH NI VY Iva v T, & 21—
BRIV ALK ETEIN T Y IV ay Ty BRKIZERIN-Z2T5. 20
CE Ty KOENZ, Tp 7 ay 7 Fo—ilidkInnd &, TEEIZBWTH T B¥ Ty
FoRITERMmENG. TOMEE, 21—V ADEKED Ty DERFEEPSE/IL TS
b, Ty DIRFEID EAEL LD, Ty DREERITETI NGRS LS. 2D X5 RREE
BOEAEE, 2— A7 —AZL> TIFEMEOFEE 2D 5 5.

ZD & D L% MRS 57280, Zether [23] THREI TS Pending state & [Flkk
DHMAZBEATES. HlzIE N —27 VEBREDL— A7 — A TlE, £2—HFIZEHN
RIS b= VHORA AL VORET =X & fla—Hn s keI N-8EOEH %
—IFIZEERR T BRET — X 2 301, EHIRIZ A AV DRFET — RIZAHE T 5503 68
Thb.

7 BEEIOVV b

ARETIE, Anonify IZE# T2 70y 7 F 2 — 2B 5 T 710 N UREIZELD T
TuyzsZ e LT, ¥YufiEtiH e TEE 2 W25 DIZDOWTHHAT 5.
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7.1 EOMFKEA

THY I Fz—VDTITANVRHEERET H72D12, EETE NI HF IV ay
TR B, HFEIEST 50082 AT L7 Tu—F0H 5. ¥uHEGEE
HHIE, ZOWRDEIROEL X GESEHOH P HIR P S(LLE D F7E e M) %2k EH DM
BRERRE SR DEXZHSMIET I B = NIVITRGET 5 2 D3 TE L. DD,
TaYIF =27 0= RKFr XA NINZNT NIDRED “IELW S TH 5
ZEaREET 5.

A-HFOEXLNERET 720D A —TRfiKE LTI, FIHATE7 RLAZZD
HE, F U AERT B hERHIToNs. ALAE UTXOR Tvy 7 F £ — 26 d
% Wallet TEEINTWS. ALK T RUAPERF L Rd720, —i, EH
MEPREINDE LS BEZ L0 REBIZHTE NI U F oY a VA LOENR Y RED T
R MDA D (Linkability) ZHS 2L TCUE S P4, 2H). 2 kv, fREN
%M®%bm7vat%ﬁmi%ﬁz:~0z%4vamﬁﬁiQMTbi5 i
Z#EMT 5 7212, CryptoNote Protocol [26] Tl v 7 E#ZHWT, HED A VR
FAEZ 1 Ty b L, EEED5IFED R //\/\Eﬁfﬁkjﬁ}t\j—é*ﬁ%fg X o TE4
SNTVEDPHATER VLI IZLTWED, KR E L TZ < @ Linkability BE )5
FINTWD 27, P8, 4]

Zcash Protocol Tl&, b7 ¥ 27 > 3 VAL D Linkability 25881 & 2278 5 7220

512, KFHDIRAET — X % Append-only 72 Merkle Tree D V) — 7 1Z5d#k L, 1HE L
T2ARBET — X & BID 7 — ) iZ Merkle Tree D) — 7 1 VT v 7 AL DD 7\ B Tk
L TW< . Merkle Tree [ZF0Ek S N T WA REDIREEZHE T 5 & X2, HEMNZ DIRRE
ZREFLTWA Z & fENIZ Merkle Tree DY —ZIZEHEFNTWAZ &, HEFEA T —
WIZEER I N T VWA WZ & (ZEIIWIE) 728 % ¥ uMERGEH %2 W CTIREET 5.
MAZT, ZTHH6DTH b DVIIRFEDEEFMERII L TT N LR L] REEDESH#E
EETILT, Ty I F o=V EDZDT RVADPREELE B> T WA EX2ES
A[AEIZ T 5.

YOG L2 774 N UREOI D A EED K512 UTXO B 7 ay »
Fr—270 N UIZEWTHEITIEZR L, Ethereum@R DAY - IV I b %
R=ZWZ LT TV r—varyb IV IiZBVWTEEENED SN TVWE, REWL S
HY 2 b LTk, AERD 2k-SNARKs(¥ 0 AERIEN) 128 W THBH S T 728
7 A R (Trusted Setup) % FAREEEIFKAEIZ 92 2 & AYATREZR Plonk [30] %2 N —
ZWZUTTTANVRED 7 LV — L7 — 7 %M T 5 AztecBD3H 5. ZTDMHIZE EY,

Mhttps://ethereum.org/
Shttps:/ /www.aztecprotocol.com/
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ConsenSys, Microsoft & 2% #E U THU D #&> Baseline Protocol®® T > X — 75 1 XA
JOEBREK VAT LR E YO AGGEEHZ HWTHEE T —2Of#EZL LS LT
W5, F72PLEDOEY AHATBUR, IR Y v TV ka7 ¥ OAREER OfBEAL, B
AT T BT TH—F ThH - 72h, Hawk [BI] X Zexe [I] D & 5 IT{EREDIRFEER 1T
MUYXOHEGEHZEHL L5 & 2M0fABITHONT VWS,

PED XSz, YOlGEGEEHZ AW CREER OS2 E2 5252 TRy 7 Fz—
IBIDTTANVREERTD T T —FORK T BT 27 MIERIEA TN D —
FC, AR DOFEA — N =~y RPEHEONES L EBHEDT 7V 7r— a VIT#EH
T B72DI1213% < OHAMERELFET 5. Fric, REDOEWVIREBER O Yy 7D 7
T ANVRFEITEMEEEICE T A TEEOREER 0 Yy 7 DR HIRNZRFET (e
KIFRGE A O MRGE % Al B B& T DSRINT & 0 2 < FEAREA —N—~w K2V EH
MG Z o5 Z L IR TH 5.

7.2 TEE

CCF [32] 1%, Microsoft 23T W2 TEE 2 71 » IWITHARAATZA—T VY —
ATV —=LT—=2TH5. MEATARET—XIZTEE THS/LL, TDOMDF— X IFF
XTTHY I Fz—VIlit#d 5. CCFIXTEE 2 7m0y 7F z—>D 70 b 3)VIH
BIAATZEGHZ TR o TWVWB 728 Anonify DX D IZNY J Ty Re kb T7uy 7 Fz—v
IHEIRTE RV, F72, BB LICHWSBEIZZTNETND /) — N TESBUEE I TV
% 7= DRE DA IS U CHEEEOBEEEZ 525 Z L IFTE R,

Hyperledger Avalon [33] IZ EEA (Enterprise Ethereum Alliance) 23%RE % #£&5 T W
% Off-Chain Trusted Compute [B4] DftkkZ GIZEEEZ L TWE TV FTHS.
Avalon |& TEE 721 T3 < ¥ 0 HIFEEHH® sMPC 2 ¥ DY 7 v = 7 R— A TS
MEEMIET 5 FEICH U TEEATEER L 512, £ — BRI INTVE 7L — A4
7 —2TH%5. Avalon TIE, 774 TV PS5 TEEZ AL TT7RaYy 7 F o —r kb
EE I T DR, FNTNT U RALF—L LTI 4T7 Y MOER - HHLT
W5, o T, TEEDR 7Y I F =z — VIl I N5 X0 SREBEZIET 572012
ERTOT Vv RA LF—%EHO TEE CTHM - (REET 20 ENH 5. ZOHK»rs, 7
0y 7 F x— sk U7z A ORRBIZ I D Sl OIREER 2 3R T 5 & 5 2w
HlETER\W. —JF, Anonify Tldxy NV =2 2KT—RIZEESA7uyrFz—V
DTV H I arvDERIZUEDN>T, TNTND TEE TEMT 2 7L — THEN R
EWNIRE D, ZD72D, ZIMLUTWALETOTEE T7 0y 7 F = — VIl kI T
5iEEDIRED KiEHIZTEH T2 Z LA ARETH 5.

L6https:/ /www.baseline-protocol.org/
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Ekiden [22] i%, TEE 2 W2 Z 212X D TIA NV e AT =5 ) T 1 [ZEN 72
MEROMED 7oy 7F — 2% HIET. Ekiden 1387V w7 Fx— v &AL LT
B, B2 EH T 2 TEE BRFENA VT4 712 & 0 HHGEE X5, Anonify
MIVR—=TI73AX[F 7Oy I Fz—r 2NN 7TV RIZAVWSZ L2 BELTWS
DIZXF U, Ekiden (Z AT —F TN D T T A NVERMBNATVy 7 Fz—VE2EELT
WBETRELS RS, £72, Anonify IZIREET — XK 2 4505 & O (LA A % F 4k
LTWBDIZxf U, Ekiden I8 S 172 TEE 7 7 A X THPES RS WVEH I N T
W5 7z O BB RREE I FAFE L 722\,

LucidiTEE [35] I, Visa Research "AX LU TWAH TEE & 70y 7/ F = — Va2 HW /=
YNV FR—=TF 4 —FE SMPC) D 7B FINTHD. HEDT VA Y —DEEEMED S
WT— X E2MEITIIIEIZL DD TEE Z HW T I UCEHE 2175 . ZOEMR AKX
TEE Ti7HoN 55, TEE 3SR D I/OfHn e hi#d o Z ldTEnmwny (1 vy x—+k
TR EWNERD S OS2 K DIBIEMIZATEE) 7280, BEDRBITEKIE L 72V F /38—
T A —fHERETON—T 4 1T T 52 EMEORGED TEE BRTIXREETH 57207
Oy 27Fz—ViAWS. SN —T 1 28R T 7 AWRELR 70y 7 F 2 —IZx L
THEDODA Y TY N, 7N Ty bHLZWIEEHREBMEDO Ny v afiz Iy NLTH
LZETEEDORY V=R IV FNR=T 1 HER2ITO L 2HWHEIZTS. D
F0, Anonify 70 v 7 F =22 L TORNANMEDD BIRET — X DR % Hig
LTWADIZH U, LucidiTEE (&AM 2 i 72 U 72 B35 H A O KBS LEE 2 Hig L T W
M TCEZ S, LucdiTEE 3 E ek 2z 2 BICaHAR 70y 7 F =2 —ITE»
T, MEHBEDOZODORE S N EHREE LTr —)UIZiEsRd 5.

8 fhm

T I Fz—VDTITANY%RET HV AT LATHS Anonify DEELE 7 —F
T F ¥ Bk R7z. TEE % X—ZIRET — X OBEN: & 222 5 2 2T, &)
RPN ZREBER D 7 T4 N R#E L FEBT S, AT, REDEAFHRNE
FOODOEEEMT S L CHEAKELZRMET IAXF—LEFD. 54%&I1% TEE I
FRUTWBRET — X 2 S(LUTHNEA ML — VIR IFE T 5 A F v 7Y ay MRE,
HEWEHLTWAT AT Y MINT2RET XD I AT 0 —F8RE, 75147~
FDF L WT 2 AGRAEFIED RN E OBBEIL AR FEE L NV TR Fa V) 7 4 -
T4 =AM EZHEDTNL.

24



BT

BLSGXBORFEHTH D, 2019 FLRIEA =8 =2V T —2TH S RIFEIIC I
Intel SGX IZBT 5% < DAKEA THE & W72 SEHE L EFES

& 3R

[1] Sean Bowe, Alessandro Chiesa, Matthew Green, Ian Miers, Pratyush Mishra, and
Howard Wu. Zexe: Enabling decentralized private computation. In 2020 IEEE
Symposium on Security and Privacy (SP), pages 820-837, 2018.

[2] Victor Costan and Srinivas Devadas. Intel sgx explained. JACR Cryptology ePrint
Archive, 2016(086):1-118, 2016.

[3] Sandro Pinto and Nuno Santos. Demystifying arm trustzone: A comprehensive
survey. ACM Computing Surveys (CSUR), 51(6):1-36, 2019.

[4] Dayeol Lee, David Kohlbrenner, Shweta Shinde, Dawn Song, and Krste Asanovié.
Keystone: A framework for architecting tees. arXiv preprint arXiv:1907.10119,
2019.

[5] Ferdinand Brasser, Urs Miiller, Alexandra Dmitrienko, Kari Kostiainen, Srdjan
Capkun, and Ahmad-Reza Sadeghi. Software grand exposure:{SGX} cache attacks
are practical. In 11th {USENIX} Workshop on Offensive Technologies ({ WOOT?}
17), 2017.

[6] Jo Van Bulck, Nico Weichbrodt, Riidiger Kapitza, Frank Piessens, and Raoul
Strackx. Telling your secrets without page faults: Stealthy page table-based at-
tacks on enclaved execution. In 26th { USENIX} Security Symposium ({ USENIX}
Security 17), pages 1041-1056, 2017.

[7] Sangho Lee, Ming-Wei Shih, Prasun Gera, Taesoo Kim, Hyesoon Kim, and Marcus
Peinado. Inferring fine-grained control flow inside {SGX} enclaves with branch
shadowing. In 26th {USENIX} Security Symposium ({USENIX} Security 17),
pages bd7-574, 2017.

[8] Yuanzhong Xu, Weidong Cui, and Marcus Peinado. Controlled-channel attacks:
Deterministic side channels for untrusted operating systems. In 2015 IEEE Sym-
posium on Security and Privacy, pages 640-656. IEEE, 2015.

https:/ /bi-sgx.net/

25



[9]

[10]

[11]

[13]

[14]

[15]

[16]

[17]

Kit Murdock, David Oswald, Flavio D. Garcia, Jo Van Bulck, Daniel Gruss, and
Frank Piessens. Plundervolt: Software-based fault injection attacks against intel
sgx. In Proceedings of the 41st IEEE Symposium on Security and Privacy (S€/P’20),
2020.

Ferdinand Brasser, Srdjan Capkun, Alexandra Dmitrienko, Tommaso Frassetto,
Kari Kostiainen, Urs Miiller, and Ahmad-Reza Sadeghi. Dr. sgx: hardening sgx
enclaves against cache attacks with data location randomization. arXiv preprint
arXiw:1709.09917, 2017.

Yangchun Fu, Erick Bauman, Raul Quinonez, and Zhigiang Lin. S gx-1 apd:
Thwarting controlled side channel attacks via enclave verifiable page faults. In
International Symposium on Research in Attacks, Intrusions, and Defenses, pages
357-380. Springer, 2017.

Daniel Gruss, Julian Lettner, Felix Schuster, Olya Ohrimenko, Istvan Haller, and
Manuel Costa. Strong and efficient cache side-channel protection using hardware
transactional memory. In 26th { USENIX} Security Symposium ({ USENIX} Secu-
rity 17), pages 217-233, 2017.

Ming-Wei Shih, Sangho Lee, Taesoo Kim, and Marcus Peinado. T-sgx: Eradicating

controlled-channel attacks against enclave programs. In NDSS, 2017.

us-19-davidov-inside-the-apple-t2.pdf. https://i.blackhat.com/USA-19/
Thursday/us-19-Davidov-Inside-The-Apple-T2.pdf. (Accessed on
05/29/2020).

Attestation service for intel(r) software guard extensions: Api doc-
umentation. https://api.trustedservices.intel.com/documents/

sgx-attestation-api-spec.pdif. (Accessed on 04/11/2020).

Karthikeyan Bhargavan, Richard Barnes, and Eric Rescorla. Treekem: Asyn-

chronous decentralized key management for large dynamic groups, 2018.

Joél Alwen, Sandro Coretti, Yevgeniy Dodis, and Yiannis Tselekounis. Security
analysis and improvements for the ietf mls standard for group messaging. Technical
report, Cryptology ePrint Archive, Report 2019/1189, 2019. https://eprint. iacr.

org .

26


https://i.blackhat.com/USA-19/Thursday/us-19-Davidov-Inside-The-Apple-T2.pdf
https://i.blackhat.com/USA-19/Thursday/us-19-Davidov-Inside-The-Apple-T2.pdf
https://api.trustedservices.intel.com/documents/sgx-attestation-api-spec.pdf
https://api.trustedservices.intel.com/documents/sgx-attestation-api-spec.pdf

[18]

[19]

[20]

[21]

[22]

[23]

[25]

[26]

Joel Alwen, Margarita Capretto, Miguel Cueto, Chethan Kamath, Karen Klein,
Guillermo Pascual-Perez, Krzysztof Pietrzak, and Michael Walter. Keep the dirt:
Tainted treekem, an efficient and provably secure continuous group key agreement

protocol.

Richard Barnes, Karthikeyan Bhargavan, and Christopher A. Wood. Hybrid Public
Key Encryption. Internet-Draft draft-irtf-cfrg-hpke-03, Internet Engineering Task
Force, May 2020. Work in Progress.

Richard Barnes, Benjamin Beurdouche, Jon Millican, Emad Omara, Katriel Cohn-
Gordon, and Raphael Robert. The Messaging Layer Security (MLS) Protocol.
Internet-Draft draft-ietf-mls-protocol-09, Internet Engineering Task Force, March
2020. Work in Progress.

Joél Alwen, Sandro Coretti, and Yevgeniy Dodis. The double ratchet: Security
notions, proofs, and modularization for the signal protocol. In Annual International
Conference on the Theory and Applications of Cryptographic Techniques, pages
129-158. Springer, 2019.

Raymond Cheng, Fan Zhang, Jernej Kos, Warren He, Nicholas Hynes, Noah
Johnson, Ari Juels, Andrew Miller, and Dawn Song. Ekiden: A platform for
confidentiality-preserving, trustworthy, and performant smart contract execution.
arXw preprint arXw:1804.05141, 2018.

Benedikt Biinz, Shashank Agrawal, Mahdi Zamani, and Dan Boneh. Zether:
Towards privacy in a smart contract world. TACR Cryptology ePrint Archive,
2019:191, 2019.

Dmitry Ermilov, Maxim Panov, and Yury Yanovich. Automatic bitcoin address
clustering. In 2017 16th IEEFE International Conference on Machine Learning and
Applications (ICMLA ), pages 461-466. IEEE, 2017.

Michael Fleder, Michael S Kester, and Sudeep Pillai. Bitcoin transaction graph
analysis. arXiwv preprint arXiw:1502.01657, 2015.

Shi-Feng Sun, Man Ho Au, Joseph K Liu, and Tsz Hon Yuen. Ringct 2.0: A
compact accumulator-based (linkable ring signature) protocol for blockchain cryp-

tocurrency monero. In Furopean Symposium on Research in Computer Security,
pages 456-474. Springer, 2017.

27



[27]

28]

[29]

[31]

[32]

[35]

Dimaz Ankaa Wijaya, Joseph Liu, Ron Steinfeld, and Dongxi Liu. Monero ring
attack: Recreating zero mixin transaction effect. In 2018 17th IEEE Interna-
tional Conference On Trust, Security And Privacy In Computing And Communi-
cations/12th IEEFE International Conference On Big Data Science And Engineering
(TrustCom/BigDataSE), pages 1196-1201. IEEE, 2018.

Amrit Kumar, Clément Fischer, Shruti Tople, and Prateek Saxena. A traceability
analysis of monero’s blockchain. In European Symposium on Research in Computer

Security, pages 153-173. Springer, 2017.

Malte Moser, Kyle Soska, Ethan Heilman, Kevin Lee, Henry Heffan, Shashvat
Srivastava, Kyle Hogan, Jason Hennessey, Andrew Miller, Arvind Narayanan, et al.

An empirical analysis of traceability in the monero blockchain. Proceedings on
Privacy Enhancing Technologies, 2018(3):143-163, 2018.

Ariel Gabizon, Zachary J Williamson, and Oana Ciobotaru. Plonk: Permutations
over lagrange-bases for oecumenical noninteractive arguments of knowledge. Tech-
nical report, Cryptology ePrint Archive, Report 2019/953, 2019.

Ahmed Kosba, Andrew Miller, Elaine Shi, Zikai Wen, and Charalampos Papaman-
thou. Hawk: The blockchain model of cryptography and privacy-preserving smart

contracts. In 2016 IEEE symposium on security and privacy (SP), pages 839-858.
IEEE, 2016.

Mark Russinovich, Edward Ashton, Christine Avanessians, Miguel Castro, Amaury
Chamayou, Sylvan Clebsch, Manuel Costa, Cédric Fournet, Matthew Kerner, Sid
Krishna, et al. Ccf: A framework for building confidential verifiable replicated
services. Technical report, Technical Report MSR-TR-2019-16, Microsoft, 2019.

hyperledger/avalon: Hyperledger avalon. https://github.com/hyperledger/
avalon. (Accessed on 04/16/2020).

Enterprise ethereum alliance off-chain trusted compute specification v1.1. https:
//entethalliance.github.io/trusted-computing/spec.html. (Accessed on
04/21/2020).

Rohit Sinha, Sivanarayana Gaddam, and Ranjit Kumaresan. Luciditee: Policy-
based fair computing at scale. IACR Cryptology ePrint Archive, 2019:178, 2019.

28


https://github.com/hyperledger/avalon
https://github.com/hyperledger/avalon
https://entethalliance.github.io/trusted-computing/spec.html
https://entethalliance.github.io/trusted-computing/spec.html

	¤Ï¤¸¤á¤Ë
	Anonify¤ÎÍ×ÁÇµ»½Ñ
	¥Ö¥í¥Ã¥¯¥Á¥§¡¼¥ó
	TEE (Trusted Execution Environment)
	Intel SGX
	Attestation

	TreeKEM

	Anonify¤Î³µÍ×
	¥»¥�¥å¥ê¥Æ¥£¥×¥í¥Ñ¥Æ¥£
	µ¡Ç½Åª¥×¥í¥Ñ¥Æ¥£
	TEE¤Ç¤Î¾õÂÖ¥Ç¡¼¥¿´ÉÍý
	¥ï¡¼¥¯¥Õ¥í¡¼
	ÅÐÏ¿¥Õ¥§¡¼¥º
	¾õÂÖÁ«°Ü¥Õ¥§¡¼¥º
	¸°¥í¡¼¥Æ¡¼¥·¥ç¥ó¥Õ¥§¡¼¥º


	Anonify¤Î¥µ¥Ö¥×¥í¥È¥³¥ë
	Enclave¤Ø¤Î¥¢¥¯¥»¥¹Ç§¾Ú
	¾õÂÖID
	Attested Execution
	TreeKEM
	°Å¹æ¸°´ÉÍý¤È´Æºº

	¼ÂÁõ¤È¥Ñ¥Õ¥©¡¼¥Þ¥ó¥¹É¾²Á
	Anonify¥×¥í¥È¥³¥ë¤Î³ÈÄ¥
	¥ª¥ó¥Á¥§¡¼¥ó¥Ç¡¼¥¿¤È¤Î¥¤¥ó¥¿¡¼¥ª¥Ú¥é¥Ó¥ê¥Æ¥£
	Á÷¼õ¶â¤Î¶¥¹ç¤Î²óÈò

	´ØÏ¢¥×¥í¥¸¥§¥¯¥È
	¥¼¥íÃÎ¼±¾ÚÌÀ
	TEE

	·ëÏÀ

