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Executive summary
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Your data has fallen out of love with your
security model

“90% of all data today was created in the last two years - that’s 2.5 quintillion bytes of data per
day.” - Domo, “Data Never Sleeps 5.0”
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https://www.domo.com/learn/infographic/data-never-sleeps-5
https://www.statista.com/statistics/871513/worldwide-data-created/
https://www.varonis.com/blog/data-breach-statistics
https://www.ibm.com/security/data-breach
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Challenges of the classic data security model
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https://services.google.com/fh/files/misc/gcat_threathorizons_full_nov2021.pdf
https://services.google.com/fh/files/misc/gcat_threathorizons_full_nov2021.pdf
https://www.techtarget.com/whatis/feature/Colonial-Pipeline-hack-explained-Everything-you-need-to-know
https://services.google.com/fh/files/misc/gcat_threathorizons_full_feb2022.pdf
https://www.ibm.com/security/data-breach
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How cloud is changing data security
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https://www.arnnet.com.au/article/695105/integration-challenges-rise-businesses-deploy-many-100-security-tools
https://www.arnnet.com.au/article/695105/integration-challenges-rise-businesses-deploy-many-100-security-tools
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https://cloud.google.com/blog/products/identity-security/applying-zero-trust-to-user-access-and-production-services
https://cloud.google.com/docs/security/beyondprod
https://cloud.google.com/docs/security/beyondprod

What should your next steps be?
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Pillars for building modern data security
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https://cloud.google.com/architecture/confidential-data-warehouse-blueprint
https://cloud.google.com/architecture/confidential-data-warehouse-blueprint
https://cloud.google.com/dlp/docs/pseudonymization
https://cloud.google.com/confidential-computing
https://cloud.google.com/confidential-computing
https://cloud.google.com/blog/products/identity-security/ubiquitous-data-encryption-on-google-cloud
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https://cloud.google.com/vpc-service-controls
https://cloud.google.com/iap
https://cloud.google.com/anthos/docs/tutorials/explore-anthos
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https://cloud.google.com/iam/docs/policy-intelligence-tools
https://cloud.google.com/policy-intelligence?hl=en
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https://cloud.google.com/iam/docs/recommender-overview
https://cloud.google.com/solutions/risk-and-compliance-as-code
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints?hl=en
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints?hl=en
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https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints?hl=en
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints?hl=en
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https://security.googleblog.com/2021/12/understanding-impact-of-apache-log4j.html
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https://www.mandiant.com/solarwinds-break-resource-center
https://slsa.dev/
https://cloud.google.com/build
https://cloud.google.com/build
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